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e-STUDIO5005AC Series LIBEDHETIL, R—RZEITTAIVBERTETHIENTEES, £/, ICMP 24T 3
BEFERTHHELAEETT .

3.3.3 EfEEBARE (AR LAN)
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IEEE802.1X &I, LAN #fitbs I SE AT SR A X DHRE TY . IEEEB02.11b I E D EHR LAN TO1—H—F23
HHELT—RICHONTOET A, HHRBEARIEERLANICERELTOET , YT UAUR, 802 AX B YT,
RELY—/N\—THERIN., RIS TOENISAT UM LDBEFLEH T, Bifchfz1—H—IC o)};unéﬂ
AILE T, BEEAXIZIE. EAP (Extensible Authentication Protocol) Z{ELVEEE Ayt —U %% LE T, EAP 25
A =KIZIX. EAP-MD5 45 EAP-TLS ARAZEAHYET,

802.1X IZfERATES EAP (FLKOMBHYFET M HTVAU MR Y —N—DE AR ELTLDIRELHYE
9, SEXELTLS EAP (&, EAP-MD5, MSCHAPV2, EAP-TLS, EAP-TTLS. PEAP @ 5 DD AKX TY . EAP-
TLS. EAP-TTLS. PEAP THWASIBAZ DA Ah—/LIZIE. Import & 5L K SCEP A F| AR REEHBYET,

3.3.7 RybT—YRBRE

LDAP M iB:EIZIE. CRAM-MD5, Digest-MD5 %> Kerberos FREEIZxt L THY . LDAP —/N\—~TF O+t R 51=
HDA—HF—BHIP/RT—FERELET,

SMTP MEEEEIZIE. CRAM-MD5. Digest-MD5. Kerberos. NTLM (IWA : Integrated Windows Authentication) [Z %}
IELTEY. SMTP H—N—~T7 IR T5=HDI—HF—BEFIUV/IRT—FZHRELET,

POP3 MEREEIZIE. Kerberos > NTLM(SPA: Secure Password Authentication) . APOP [ZXi:LTHEY. POP3
Y—N— AT IR EHODI—F—EZELUVNRT—FERELFET,

SMB MEEEEIZIE. NTLMv2, Kerberos [Z®ELTULVET,

Dynamic DNS [2H ULV T, £+ 27 Dynamic DNS (Domain Name System)Z#HHR—cLTWET, £F27
Dynamic DNS A3 4%&, £DVY—XLaA—FZEEHLI-HDEEHD, HAHLEDNS —N—ITHLTEE
HRZEITHLOLUNE, VB REEHTEGLYET,

SNTP [ZFEULVT, SNTP BREEICHIELTLET . BEME SNTP H—/\—DE D SNTP vl arORi%E1T5C
EMTEET,

3.3.8 SNMPv3
FybD—o70b3)L SNMP V3 DRAIZEY ., T2 SLiae. 12— —FREIEREAAAEN, EX2UTAD
EiEEnTLET,



3.3.9 EEEBKRE (MR LAN)

ERBEEEEIEL. EEFICLIMEH- T REH LT HEETT , T EREF LRI TIHILICKY. H5
DLHHASNHFLEDABIEEITIENTEDIHEETT . BRIIEREFEALCRIET D ERDEEH
TIRRBIENBEEZTETORET 2L EENLAREELAHYET,

BEEFICKDTEFER(T—2DHRIA. GYTELE)ZIHLETH1-0 |BIRLAN A TS aV [EBET—HDBEEL
LBIERFOL—F—RIE1TS WPA/WPA2 Mixed Mode & & WPA2 IZGLTLVET,

WPA & WPA2 (&, Wi-Fi 7547 AMHELIz X2 T4 K TS, WPA (£ IEEE802.11i DHTHvkelL
TR LUBEESILREEEI>THERESNIZLD T, RICTEEENLI WPA2 BABINELTz, WPA2 (£
WPA LEEELRESEOCEREORBIMITONTUVET  ERAZELTIE. HODLOTIERARIUNEITAT
UMZHBOTRRITL—X1EFEIEND 8 XFEMD 63 XFDEEDXFINERELTCRIISIVBET —2DIE
=1E%175 WPAPSK [Zh0Z . RADIUS H—/N\—GREEY—/N\—) ZERAL-EHITE ALt Fa) T4A3(802.1X
PEDZEYHR—FLTWET, CNIE BT A7V ERARAUNEITATUMNEEWVZIELWMEF THINES v E
BRI LA TT,

802.1X SEARELT. TURIIGIAELXFERTHAKXTHS EAP-TLS BLUNRT—RZFERT LA THD
PEAPVO/EAP-MSCHAP v2 [Z®iGLTWVET .

WPA2 Tl&, SNBITMZ THERFICELR LAN 7OERRA UMDY E L of2EEF TR ALA—XIZHE#H T 51012
EERESO-RIERZRELT 802.1X RiZEERILT 5FETHS Pairwise Master Key (PMK) Fvrvi>
JHEYR—FLTWET, Tz, TR LAN D55 THS. KRACKs HRERSNTLET,

3.3.10 tEHUHFYL—HP Ry (2nd NIC)

e-STUDIO5525AC Series, e-STUDIO5528A Series LA DIETIE, EHUF A —HRobF N EHERT HE.
1 BDEEHE 2 DDELGDIFAYNT—ITHRATEEY,

T4 (B A — Rt AU TN A= RIMIZTRENHILTEY . EEREE LDV T—VBIEE
B DRIST—=DITN—TA0TETHEFTEVNFERBA, CNIZEKY —ADRYNT—IDEEHERALT
A DRYRT—=IIZBRAT HEIERATREEBYFET

~ Ethernet1
n ./

Network Separation
¥

L } I\
Ethernet 2
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3.3.11 SMBv3
FybD—4o70Ora)L SMB ELT.VINZ [ZIIA T, TSN A A TN X ) ToE8ESh TS
V3 IZRIELTWVET, Fi-. fig8&4i>1- SMBv1 ZEML I HZELAIEETT,

3.4 EBEEREBLIVIP J79RD 7oA
BEEWIIOTIAMEEEA T ar TIRILTLWAEAHYET,

3.4.1 BFEERROT7VXHIH

BEBRLOOTIERICOVTIE, Z77AQTORILLUNEZ FF FRVNKSICHES>TVET . REDI7IRAR
—RI&. B I[CIRESN T ITU-T EPREDIZEE G3 T7VRERET YV B FIET ORI DOHF N HR—rENT
BUYET . RENADTF7IRERZETVIDI7IVRAUNDHEF LERSNIZE L. TAMLAKIETEERE
ELTEBEYILET  LIzA 2T, BERBEMNST7IRR—RENLTRYNT—IAT IR T HILIETEEE
Ao Fz FERT—IDNBATIAREREHYFE R A, Tz, T7IVRABREIN LD E—FAVTFURIERELTE
UYEtH A,

3.42 IP 27O0RDT7 7R

IP 274X TIl&. SIP(Session Initiation Protocol) —/\—§ZH (& BEZIE L. SIP H—N\—FNSENF AL+
EZIEB LU, Gateway BHATOEZELHYET ., tXa)T,EZEELEE SNz SIP H—/—LSHED
SIP Ayt—LD#HEZITFHTBEREICTHIEMNAEETT

3.43 I7HRIP I7HRDEEER L
T7HRNP T7IADEERICT AV ILANOIREEBR T, THEHIREICHBFERNRAT 8L HY
FI . CNEHSCT-OICIEIFLHHEEEFIRT HIENTEET,
REEHLENBERIEE U—ERIVOFITKBEL TR EEEFTTHLT. UTORBERLENTEET,
® SFANVILANBEDRI—FRAVERIHIC. MED-OOEEMNKRRINET,
o EMBEBANFLEIUAVFRIVERLIZ, BROLODODEEINRRINET HRE%E. R9—MR
AUERT L TRIETMREERYET,
o JII—TEMEEDNHEETHL. MEDLOITERLIZY IIL—THEREIZR RSN, E5—ERFI—rREY
T CETRIETRELRYET,
o AUTVIBLUNMTITEERDZERERL LIFIRETRI—MRAV DREEFZIEL, F-RXF—NR
AUERLIIGE EEENRYEBEELLET, (IP 770X IERHRMN)
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4. 7OXEXa1UT4

TOEREFA)TAE. FEDT—EHIWNETNARICT VLR EREF OBFEDI—F —DAHIZTIERER
OTWET . TNRARADTIERELTIDDATIYIZHELTVET,
o BHEWADTIERAIFAERDHIL—F—DAHICZRESN ., YEMFE LT ORIVREMICF AT
BRSIEFTCOAT VAN AEETY ,
X a) T4 RO —[E—TEEBINTWSONALRIVET IR X1 T4 ERTEET,
0 TOERRREERIAETAETVERICHLEFRMIZESERELET,

41 FIADOFHIR

411 A—)LR—X[Z&k5T77tA§f#H (Role-Based Access Control)

BEMESREICHERASN, OE—-TUUM RFv2 - D7) TR RGEE DREIZKVIERMNRALT HATEEHE
BNHYFET, CNEHCT=OICA—F—ZLICFIRATEOHAELFIR TSN TEET,

1BVE/NR LA TopAccess T, A—H—FRIIAE T LI RICHANHF RSN TWDRIE (AT UM) DA M ETEEE
BYET, EAIE B SAITRHLTIE—. TUU b T7IR/NP J7HR B/VOHAIFFIATEE. R¥v>, h5—
FTORTIMEZEILEN SR ENTTRETT,

A—H4-—CLDA—LEE (A—F—DEREZERL. EEE. — 1Y LGECHBERMGENRETEEY)
FEFEEIN=TALIM)T—EX—X LDAP (Active Directory M LDAP #8E) TITLVE T, £1= LDAP H—/\
—DHoMLOFE->TWSERZO—IILELTHERTSELTEET,
A—Y—REAMEELTRIRALTEESRICOT 109 5L BEWIE LDAP H—NR—Ta1—H—(ZHoMLHEIVET
LHNTVAHO0—/LIEHREREL. TOA—/LIZEY B TONTLSEEHADT U XH#E (Access Control List: ACL)
EFIvIL. A— I EHOBBEEADERHRIEEAFET . O—ILICEIY B TEHIENTEELT I ERIER,
BERDEERTE/AE—E A—ILEE/RBI7AIIRF/ AL EZ—RIRT7IORIENRIZ7A) TR ORI T7H
RIAZ—HHQE—/TIUR))E—FRFr2 USB FIRI/MRTE. PTRLRARIES . OV EHEE, 20 BEMNEETE
F9 . A—LIFBDFREICIL. BEFD LDAP H—N\—DHo 51— —BHICT IV ERELZEVETHIENTE
FI DT, FHRIC LDAP H—N—ZBETILENG REICRETHENTRETY  Ff=. A—HILZEETD
A—JLOFER. EEENO—IILDERMNTEEEIITHYET,

O-IWNR—-RICEB7 I AT
= o
AA
sfarenzO-)

SFarEhTuauno-iL

sFarenzzO—-)b

Mono\ { Color
Copy /\ Copy

SFalEhTuano-i

A
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42 DJER~ADT7IEX

BEBOREFRADIMLES LIV —YEYTAZRERT B0, BIE/AR)LA TopAccess HE ML DREET A
TAJELTRFETHIENTEET,

A—H—RBAEEDTHILIZKY ., REREE@QE—. TV RFv2  T7IR/IP T70ADEZESF) 2O
TA—H—CLICREOBEIZMATEREDOOS ICOWTHRHF T HIENTEEFIT DT, FETIVERPFRETS
NITHONTWAIEFRETHIENTEFE T MBLE=OT 2D TIE., #B4E/ SR JLA> TopAccess M RBHIEM
TEFTH, - —RAEENTSHILITEY, 23705 F,. a—F—BEDTaTRT DHRBIIENTEET,
T, A—Y—REEMNCTEHILICKY., DaT7AT ERF/FERTOUVYEZNTE, EEE (Administrator) &
ZE& (Auditon) [ETRTORTEBETHIENTEET,

Ftz. BLOEF )T AT HEMEINTEYET,

e-STUDIO5005AC Series LAfE D H#F& Tl&. Syslog [ZHxiLELT=,

4.3 % RAEE
4.3.1 21— —RAr#eE
BEEBANDRETIEREHLET 51— —RIEREZEELTOET , 21— —REREEZALSELTO
FGEA—HF—BEEBETIENTEFEY,
o SByFNRIILDEEZFIRT HIENTEFY,
o BBEOEREFRBOOVERADTIELREHRT HENTEET,
® I1—H—HEICHATEIREQE—/TIVINRXYUIT7IRIBE)EFIRT HIENTEET, (Role-
Based Access Control)

o 1 —H—HMITREDTERITENTEET,

0 11— H—BETOHIVIEEETOICENTEET,

o HEEHICRIIEAREDREMNARETT,

® NRAT—KHAHNTBERDHYIZ Android B/ M JLiIFFRIZLSD NFC #EEEALVEARAZRSELAIEETT,
4.3.2 BERAR

UTORBIEAXZEYR—LLTLET,
o HfO—KRIZKSEEE
® 1—H—ID//INRT—KIZ&BEEE
A—AJLEREE (EEHE S REEE1T)
Windows FAA > EREE (BREEH—/\—&L T Windows H—/\—% &)
- LDAP Server Z{#Eo1=585E (RREEY—/\—&L T LDAP H—/\—% )
PIN 2k 5525
IC H—RIZ&kB5R5
IC h—FEPIN ZE>f-“ERFZE
Android E/ 1 JLiRRIZ& S NFC #8E% FALV-EREE
FEMIZKBERE
&8 & IC h—FR/PIN - -—EHK3EE
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4.3.3 1—Y BRI K HBIEDHIR

BYFNRRIVERET HRIERIEEERTI A LT, BEEZHIRT HIENTEET MRS LICA—H—5288
EHRETHET. EAROBHEERSY QE— AF v TYUM T7VR) LI EZICRAERERTT S
MEINERETDHENTEET,

434 12— —IBHROEBFREE
A—H—RBEICFATESZ LI —BHROZKREBEA XTI 2EEHYET,

1) ERFIEERICDLVTHRAK 1,000 EFETERLFAFATEDIENTARETY . F-EEHAKIZHRK 10,000 1—
Y—FTEHRTEET,

2) TEICBVWTITITBEIN TV L—Y RISV RATLLEETAIENTEET . FIATEL 21— —525
AT LI, —EICIEFIASNTWS T AL IR —E X TH S Windows FBEES X T L (Active Directory)
HXULDAP T,

A—H—FAOHEELTIE, F—R—FM5 ID ENRT—FE#ANTEHEICNZ, TIILFH—K)—F—%HKR
—rLTHYREE IC h—FBLUVBKA—RITERGLTEYET, . A Ta0 ORIEELL T, FIEKEEF
2T 1% FREZ=-IEHERR IC h—RThHS FeliCa/MIFARE/HID B EEZFI AT HIEMNTEET,

CNICKYEBNRT—FORDOYIZEEHICERSATLS
FeliCa/MIFARE/HID #EH—F—H —IZh—FZEI T+
T.KAANZRIALEERBEELFIATREICRYETDOT. EE
BRENARLDEDI—F—RBANGE DB TEEEHHE
FTHENTEFET, FAREETELETHALTLSEREFD
FeliCa/MIFARE/HID/#t it G EZ T DFFEEHKTHRAT S
CENTRETHY . BORNTEATEHIENTEET,

4.3.5 IN\RT—FR)>—&E
O—AILEBEE (TSI, FREDKIE/IRRT—FRYS—F B/ EARETT . CNITK> T, KYEMR/ SR T—FEE
EFTBIEMTEDLSITHYET,

o RIENSRT—FE

o /XRT—FEZEIM

® NRT—FTOFEAZELTIXFIDERE

& OJAVRRIZKDOVI7 7D EIEACEFREERE
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4.3.6 IEHERALE

B —F —CHRAMoT G T —2% . HoDLOBEESHICERIN TV LIENEREBE T HLET. 11— —
ERAITAENTEFT, T IEMERELIC IC h—FFE=IE PIN 26ALT 2 BRRERIE TR/ 103 5IE&MmMTE
F9, B —F —THRADMHERERE. AAZEETCELRVIFMIL(TUOIL— T ICEBRLTEER
DABAN —DIZRTFSNET , FAFIC. EARTHRANSIENERIIREFELTICHET 5720 fIZET
HENFHRNRRTHLEHYFEL A,

4.4 VXY

4.41 EEAJIZKBISYFIY

BEBTIE—  RX¥YU  T7IRINP I7HRLI=T =DM —HE ) TAEERTHHIC. aE—. R¥ v 77
YRNP F7P ALz T —2EER DY LR AT —RELTOITRBRELDICRFETHIENTEET,
BEKTIE— RXv2  T7IR/NP T7VREE. T7VRINP TP Y RAZEEIT ORI, T—2EEB DY LR A
WT—RELT DadER(BE. —Y—R. I7MLE . EEROIITILESSE) LELITHEBDIEELIY—
N—ITEETEHIENTEFT , ChICKY, EAENSDIAE—, RFr T7IR/IP T7HRIZKYERARA L
LE=BRIZ. BT BT EMNTREERYET,

AEEEE TR EICRAT AL THEARMNSIERNBA VT HEEMILT B0, RBEEE T IAILETIEESE
BoTWEYT, AMEREEFIAT BRI Y—ERTIVCZ7IKEL TR ELZERIIDLELNHYET,

4.4.2 BHEEORIZ&D SvX2T

BEEMTIE—/HRIEALIXEEN —RTEDLSICT O, I—F—ZPLAKEOFERE. HAXEDS
[CERFIBIAMT H5IEMNTEET,

aE—H A, BRIE A, Z79R/IP J7 5 REEICHLT, Bt B, 1—%—%& . h—F ID #&%I8ICHRIT 52
ElzkY aE—H A HRIE A, T7IRNP I7OREEDCITEHNNDEALIZNEIS VXL TTHILEMNT
DLV FET,
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4.4.3 BFA—LEEROEX1)TsHRE
' \ ) T BFA—LEE Tl EEEFEICHAINICETEFA—LIZLDE
\ WMBAVWARELZY ., EET—INEEIN-YTEREENHYET,
) \\’ NEHSCTOICEFA—IIEERFRO XU TAHBEEEFRATHEMNT
TET,
/ T A THBTA—LAEROEELUT AL T TR AR—RLT
- WET,

4.4.4 BFA—ILEEEE

REEARXELTIEIEZETORIL (POP before SMTP, SMTP Authentication (LOGIN/PLAIN/CRAM-MD5/Digest-
MD5) . LDAP Authentication (LOGIN/PLAIN/CRAM-MD5/Kerberos) ) Z# &L TWET DT, BEDRIJI—IC
BHETEIRTHIENTEET,

4.4.5 BCC ;£{E#gk
ARA—F YR T PO RZIEFLEFA—ILIXIELFRHRIC BCC TOIREERMNAIEETT .
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5. FEXatokexa)T4

BEMBADEX ) TAITMATRX AU DEF ) TAIZDWTH, SATH AL EMRITE>TRELE T, L
NEBEEICEWNTH (Bl BEE#ADOIYIAH, REFE. EEHICKSIaE—/HNRIHE A, 77V REZELGEDYIE
BB LUTORILHIEREE) . BEHROBENEZEZBELTRELET,

17

02 L2 il

010 ex27An

'si‘. Scan
=
PC
FAX

51 HRltE¥a)7Tq

511 €¥a77Jrk

1—H R EEENFICIE. TIAR—NTUUNEFERATAHILET, VAT U BRK 64 #T(F. TILI7A
YNEED) D/INRT—RZEMFFTTHRIT—22EEHAKRISEET 5L ESNTHRIT—2EEEHAAD HDD
[C—BEpIcERIN., BESRIUHS/IKRT—REAALLZORYERIARE—RLEE A

Fto. A— Y —REEEER AL R— LR TV NTSAR—bTYULE LV T3V THAITILFRAT—3aY
T ERTHIET, A—F—(FEERICOT (V% BEDEELEENRSITDAETFAR— T
NRT—REANETITH DIERETICENAREICHEYVES , TUVFRSAN\DSHIRICITEEERITEET D
BRIZ, a——BBLP/IRT—FEERTELIICRETAIET. BEROL—F N IF/F7obavEa—4%H#
BLTWASBETEA—F—%HIRTEHIENTEET,

52, AT arTHHIEEME IC H—F FeliCa/MIFARE/HID B EICLPBIIRELZFRATHET, EAMIER
BRI A—F —RBADEEEANETIZ. h—FENIT DA TR A VREETISENTE. BHDTY
URT—ADOH NETRETICENTRICHAVET, O (U LR T, B ARELRLIC. BEOHRIT—42% B E)
BICH ASEBIELAHETT  TFAR—RTY Rt AR— LR TR EHIIZERE T HIELAEETT
COEIIMMANICRONIKBVVEEXEFXRELLYEIRIT2LEITIE. NRT—FRHEDQT7A) TRV I REME
ALY, FSAR—,FTYUMBR—ILETY VNI VFRAT—av TN ERTHIEMNTEET,
EEBENRETHLET. TRTODITHICICY)—RENTITTSAA—bFa— FKh—ILFF2—  HBLIET
IWFRT—2avFa—ITl Vo ARGEESNTHL, Y)—ALFZWEEIZY)—RTEET,

Ffo. AT AABECTXEL/1——RZERRICTIHIIET, EX a2 TAHHERTEET,
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5.1.2 HEIR

HAENRIIE ., 72 RIS BR A N — (AR YR/ RE—) ZBHAT T LITKY ., ZOXEEZIE—LIE
BICELXFENZEHDIIEICKY ., RSN X EDO X1 ) To8EEELTAREIE—ZNLE T EELHY.
MXEICKIERBAVEH LT DHEETT,

Ffz. 77232 (GP-1190A) Tl RFIEIE—HMEICINZ . FEIE—ZE L E BRISYF T D AEEERYET,
TYVURARSANIZKYHBENRID R EZEZLTT YU MEITISET, ERIXE ITHA (7R v/ S 2—2) A
NERIENET, COMRIXEZIE—F 5L TCOPYIELSHOMNEHEELTHAIXFENENV LAY, FIED
E—IC&BERBAVEIILE TERLSICHYET , S5O — 2 I EEEE D U E S TEOMRIYMEIE —,
T7IRINP T7IR RAF¥v U LELIELIGE . COMBERHTHE. AE— T7IR/IP J70X . A¥vU DEE
NELLETDOT, BEXED LX) TAEBIEICTFIIENTEE T, FIOHRIYMAREBEIN TN IGERE
2. ZDERIMEA TS DY I I 7 EFE>TRE YU LEZER T —2% BT 52 &I2kY . EIRIMA R/
NENF-IEDERINDITHEAITAE ITEDISATorAVE1—2TERLITEDESHTHALEMN1EVSTE
WEFRAHEDLIICLT, AVE2—2EE LICRRLET,

52 RF¥yoT—REFXa)T1

5.21 IR —F{FEI74I)TRYIR

BEEWMAIARD HDD (Z 64 HIDNRT—REBRELTIZAV T RYIREERT HIEM
TEFET . CDITFAV TR IRIZRELIZT7AIVERIENARILHAGEHIRILEIZY . 954
FobavEa—43D Web TS50 MDY LRAILRTOE/REL/ART—FIZ&ET7IE
AFREMNTI=YT HIENTEET . RYTRADNRT—RIE, INRT—FR)—%#E A
TEEY,

5.2.2 PDF 274 )LDt¥a) T4

5.2.2.1 HBES{t PDF
COHREIERF YU BFICEE S 1L PDF 2RI SHET, PDF FFaAURE/RRT—F TR

PDF EL.FXa AV DB SIECEEDHIBRETICEMNTEET, PDF FF1AVMIFERLE
PDF #BAKIzhD/SRT—K(A—H—/NRT—R)EANTHETRRTEET . BEL
~)LIZ. 128bit RC4. 40bit RC4. 128bit/256bit AES M5RINRTEET . {EEDHIRRIL. EN
Rl-XEDERE-RNEOHE -7I I EVTAZENTNITDNTERETHIENTEET, il
FBROFEERIL/ SRT—F (YRA/XRT—FR) [CKYRESNTVET , COMEEEFIAT
BHIETPDF RFFaAVMEREELLZY AN —RESN-YLIBEETEH, /SRT—FZH5
BOANFT—2ERAHTENTEF R A F-. BEfLTz PDF FFa AV MO R IELEIRI
SAGENLLRET HELTEET,

5.2.2.2 ETFEL{TZ PDF

PDF RFFaA DRI ABLECEARRITEIIEEBMNELI. EFELFTE PDF J7/ILEERTHIENTE
F9.BEFERICHERATIAAEL. EERNTIERTHILELTEEIL. FEDHAELE A R—IFHILHT
BETY . IBBEARIE. EEMNTHERLIZGIAELERT 55 E RSA2048 TERSINET,
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5.2.3 XE4. 1—T—R2OBEL
3T DIKREPOT ZIRME/ SR ILA TopAccess IZRTRTHE. XERAPI—H—R JWAFE" *"TRRITHE
MAERETT .

53 J7HRINP I7HORZET—4RE
KB.E&EE. I7IOR/INP F7IANZESN., RIS AZETHRFRORAVEZDESNEZANRELNENEL
NEHA U TOMEESRTEETOICEICLY ., EFERORBZVEHLELES,

5.3.1 I7ORIIP J7 ) ABE R IEHRE
EEEFICKY BEZLOFMERL (BEREEZANCT I ER TR (BEREEDT ) DEREESHILT.
BEECEDRERENTEET,

o FAYE—F HEZEHENEYT, ZELLT —2EEEHRNICBREINSGREZELES,

& EME—N HEZEMENENTHIN, RIELLT R EHRIShHIREEELES,

MR EEVNE—FRIZRELET—2E. LTOL2/3VS THRIENET,
® AHIME—RHBIZ/NRT—KAAIZTHRI,
o EME—RAYIYEDLYBIZEEERI,

7O RAR—ILRBEN BN EEOTWDIGE R, T7 VAR ER B IEELEE A FEAREREBEDR 72—
AERESNTNTH, T7IRAR—IILREEAERIZANIE, T7IRR—ILEFa—(2&ShET .
BEZEANETE—LRIC. RELERET 0HL5E. KAENRLDOTRIZRET I8 HEEDAVE—D
ARTRENFET,

RET—ANTRTHIRIENEGET. RIET 4HYDAVE—VIXEAFEA. BBEZEFDE—FRICRELE
RIETAANHIEEF. TESVTERIESEET . RET NI RTHRIENSFETRITLES . RIET—%
W HDHIRET, RY—TREITHE-THLT—HLED FRITLTHEY . RIET—EAHHIKET, A—/\—R—TKE&
[Cigof=1B A&, T—2 LED I[FELTLET

FAX

? TRRERY 2

|' ****.* |

19



5.3.2 J7URR—ILF#ERE

T7IRR—ILRBEBERR EF1TOICEICKY . T7IRIIP T7IRZRET —ADHEBRDFBAVEHELES . 777
AR— LR EEZE TV WG (X Y —EXRIV O FHREMCTEET O T Y—ERIUO=TFICEHLEHLE
{f2&0y,

T7ORIR—ILEBREZ T NNT HE. T7VRINIP I7IORTRELIT—2IELBITEEBDIT7 I AR—ILEF1—(C
REINFET,

VBRI —F—TH S Faxope’1—H—, £ LLF FaxOperatorO— LZ 5 LI-— 1 —HF—MNT7HR/IP 7
FIORTRIELIT—2& 779 AR— LR X2 —DoH DT HIEMNTEEY , FIRRRIEICIE, [TUURRE %
LT, IPR—ILFENRI (75 R) 1Z8IRLET , “FaxOperatorA—JLIE, BEEDHRTEIZLVEDI—HF—(ZHLE|Y
LTHIENTEFET,

7P RAR—ILREBERMEFIZ. T7ORINP TJ7IRZET —ADHAGEE. KRENRARILDTRIZRET —20H
BEDAvE—UMNKRIREN, ZET—2HYD LED BNRATLET,
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6. RESSHEADNIE

6.1 tFaUTq\vFDEHE
AMN—D7—LITIZHBEMAREREINEE X BEEX )T\ FETREVLES,

6.2 Windows & &R&EL-TILITT

Windows Z#xt& &Lz WannaCry Z(ELHETERINT =B DAL R (T —L) ~DEEAS Web YA+
(TopAccess) oD FEEEIDEINDIANEONINELNEE A, F1-.USB ZBLTEERICBATEIVAILR
DR REDEINIANEONINELNER A,

BEEMICZIE Windows ZRRELIEZRYRT—IBTLIIT(IAMILRE)DEEEZITERE A EZE.
WannaCry 2 52 EHYEH A,

6.3 OSS DffigstE

BERIT. WO DA—ToY—R(OSS)ZHERALTHYFET A oD LFASNIMEHMHEICIE. ERFAELT
BYFET, AHMOMEHHEEL T VAR ALY IIRMTH—Dx))  YARY ARV YTT425  SQLAV DI
32,08 ARURAU Do avERHYFETH EERIEIINODBEBE ORI EINTEYET . CNETIC
WMEINFELEZ.UTOIS>GRERBEICERELTWVET , POODLE., FREAK, GHOST . Heartbleed .
Shellshock, KRACK, Faxploit, KNOB ZIZt %t i FHTI,

6.4 USBR—FMSEBAIZELT

USB ZBLTEATEIVAMILADRELESNTEYES , USB Direct ENRITIE. 77/ ILEEIRIT—2ELTDH
Bz, F2EZTFAIIZTIILIITRRI) TR EEN TV ELTEH, BRHEBE TS —(2H51E(FTHY. <L
IT7RRI)TINRITINDLEHYFEL Ao

Scan T USB AEVJIZRET HHE L. EEHAIMND USB AEVIZT7AILEZEEZAT T THY . USB AEUAD
TILIITIEETHILEHYFEE A,

LIz 2T USB ABURDTIL I T RRIYTIDRETEINEZLIEHYEE Ao

[ — ':;J—L =
USB % &2l
USB%J&U—lzﬁﬁ

-

'ﬂ .# = G : =

6.5 TEFA—IL

BEBIZIXEFA—ILEZELT. BAIT7AUNERNRILIZY., 274V T RO RIZRELIZY T DHEENHY . A

—IVRZIETREETEVAMINREDEINIANEONINELNER A,

A— )L ZEMBETIX. R T7AIVIE, BRI T—2ELTDAHRS 2O 2EZBAT7AIVIZRIL I T ORI TH

NEENTVELTE BREEIS—ITHAZFTHY . RILIIT ORI TENETINDZLEHYFER A,
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6.6 YA/ \—EEM
HEHEMFKE I —DEFa) TN HMEIZL>T, UHESEICHLTHAN—HETHErEHELTEY
F9 ., EXATAEMARNEZID AN —IRE(ZH LT, MG EEHERLTRYET,

6.7 W—ILIZLDMEEERER
MESB R v F—ICKBBRED., T7OU Y- L EFE--REBELERLTEY . BHEN BB AT RTHEL
THYET,

6.8 IJ7—LYI7ORTARMIL

LAEERICIE, EEE, LLERBEICEBEICLIIRET. EERERHTEI77— LI 7HARTAINT
WEWDNESHIMREET DA T U TAF Ty IBBEEH > TUWET , COBEBEE. EEWD T7—L VT T—2D /N
Y AEDREEFITL. N\ EN—BLAEWNMGE Y —ERO— L EHL TESHOBFEELLET, . 7
F—LVITETYVI T BEEE. T7— LI TICEFELNMTMINTEY . EFERLDRIAZIT>THDL
AVARM=IVERBLET DT, FEHIT7—LIIT BRIV A—ILENEEIFTETNVEE A, e-STUDIO5525AC
Series. e-STUDIO5528A Series I D#FETIL, TPM ZFof=t2X 27T —MEREICHIGLEL =, EEIFFIZITS
ATIVTAFIVID N 1[EE TPM TRELET DT, SHIZRBITHYELT,

6.9 TFUFZILIIT

e-STUDIO5525AC Series, e-STUDIO5528A Series LR DHIEMN L, 7o FIILI T 7RIS BLELT =,
RERRTAR AT LI T7HERY— IV EBEHT D EITEY  RTAMAMIBHEINEROETE 21—
IWUSNNVEENT S ENTEFHAD T EARMDIILVIT THOTHLETEIEBTTHIENTE, FBEHMD
REELYT . ERI7TIIVDEHFLRETY,

Program A
Program B
Program C

]

Whitelist
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7. Y)a—3avFS5ybhI4+—Ltxal)T4

7.1  e-BRIDGE Open Platform %27«

e-BRIDGE Open Platform TAZR U #EE (4 T3> :GS-1010) 35 & USR58 HE 44 /"
B (73> :GS-1020) (Embedded Web Browser+Web 4 —E X 2—TxA/ R) % i} BRIDGE
YR—TEYVETS . EERDNARIVBREEZGHIRT 5N TEL L —F —RIHEEE

FRATAHILT. CNoDBREDEFA)TAERDIENTEE T F-AFvURER,

RESNEBET I, E=FITHRAVLLYBRSASNEZYLBWESIZRELET,

ERFS B> L —H —SREERF, FREEL7A2L & Embedded Web Browser 3 & UAFRF v UEEF AT HLIETE
FH A

7.2 ANR7IIV—arFovbhor—LA

RBET7 TUr—a ield  EEKICEMDTT)r—avEA oAM= )L EEIZB VN TEMD#AEE 21T
TEBELSLDTT  HEEONB T T —a s BiEEX TIEOREZHA THY. PEFRDEAHKERELE
ERR

7.21 /A= )L

ABT TV =23 DAV AN—=ILET oAV RL—ILIE, B8
B-HERIVOZTHREBERDEEERDHDH1—HF—D
HAHIMTITEMNTEFET  EEEROGVD I —HF—(CKDIU X
— L TERVKSIZHIHSN D20, EBEDERLEVWT S
Vir—avhMEEHM ETERET A LECIENTEET,

722 7I)r—230 1w —S DB ERF VY

N7 TVr—2av D7) r—av AV A= ERETYY
[CKUBLINN\VT—DDHDEERICAORAN—)LATHEE
HoTWET, TN, RSASNT=/ v —D %0 RBGER

FITEVIERSNIz v —DORED  FERT TV r—avn

FEEWIZAV A= ILENBEEFEET,

7.23 7AVr—Lav el ——ER

BEBDNRRILTHETIAB T TIr—avEw—Ba1— - RELEEE. EEBOO0—ILRA—X 1 —H—
FEECRYI—Y—IT5ZoNAEREBZ R EETERORSICHBESNAET, T01=0H. EEEN—1—Y
—IZHAILTOVEWNMEENRB 7 TV —La  RATERTINSIEEHEET,

7.2.4 A7V r—a oo i

REB7 TV —2av DRETESZI7ALNAN —CEHBEICH SN TOET . ERORB T TV r—arhi(
DAR=ILENBETH HED TR T ATV ERETEEFLADT,. AB7TIr—av A —U RIC#
BT —ANRESNIIEE TEREICREShET,
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7.25 HEBEART TV r—2a B 5t

REBET7 TV —av EEABDI7AILAN —CIFHEICH B S, S HICRTESN-EET—2TRET 7Y
T—avhblIERSRBRTEEE A,

ZFD=b ., A—F— I RIT—FREDYFZ T —ANAB T T I r—avIckYRAWNT A EEHYERA F-. 7
TVr—3ohbDEEMT—2DBEF, LEEA—IAR—R 21— —BiEIKYFHIEESNhED T ERULEDT
—ANSB-BRESNDIILEHEET,
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8. VE—FATFUR

8.1 e-BRIDGE CloudConnect Ot&*al)T«

e-BRIDGE CloudConnect [&. 8 EFHDE SN DX ESIN-IFHNFR
. RE-HEERICINELET, “ \ . BRIDGE CioudConnect
e-BRIDGE CloudConnect &, #5472 havE 1—AndISY 4% @

L HTTPS (B —/N\—8R5E -8B 1L) TP IR T HDERILIREFRA,
L, BEBBINSLMARIETET . hD. 7IEREEH—/\—FIAE D $H S e-BRIDGE CloudConnect #—/\

—[ZBRETHET, FERBIZEVEF ) TAZRHRLTLNET,

e-BRIDE CloudConnect Tl & #MN Y —/\—EREE#AEZ1TO°& T, 721X F % e-BRIDE CloudConnect 4

—IN—INEKYTHAHIEEHEREL., T—RAEZET I —/N—DEFFFRO, Bz U —/N\—[ZT—2%FEETHEN

BWIEERERLET, SHITERIETHT—IZFRBEILL T, BE-RAL-BRISAMNLSTY . BE S -T2 HEHER

LTWET . F . BREA2TAA—2aV P AT LARKRAEHICES5 X T2 EHMICERL. REMEHE

FBELTWET,

e-BRIDGE CloudConnect THS1E#RIT. FEDKEIKR (FIAKRBLGEDAI UL E. EEDEEHKLEFR. H

FEROXMFHICETIER. ZEDRTE BT HLGERE. RTFITHIMDDIT—A LT T, BEHDORF

AAVMERIE—URWERADT,. COVRATLEEATHILETEET —F. I7VART—E, Ax v T—4m%}

HIZHAWTEIEEHYFERFA. BEHODEFICEDE Y—ERABMENEEHT. BUEERTFTTHIENTE

F9 BRABEICOVTH FHREXF 1 TAIRIOA D EFIZEE 1SO27001 IZEHLI-AR AT LOEREF2

T4 RO —ICEDEERBELTLET,

Ah—tFa1)T/BENFELELTH, e-BRIDGE CloudConnect #F AL T, £Xa) T4/ \WFDEIEMNTEETT,

LA
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9. U5 IFERR

9.1 e-BRIDGE Cloud Login ®t¥al)7+
e-BRIDGE Cloud Login [&. BEHRDENAILTNA ROV E1—42FFALT. RZEEEHICTAOR—ILE
NERET7 TV r—avbh o BEHEDSFIALTWSISVRY—ERADOT (VR E. REIZITIV5VRH—
EXTY,
e-BRIDGE Cloud Login [ZET5@E (. HHEEMISISATUNMIBAEZH N7 IV r—avhslh
R TET . HEH LT 256 Evh ECDSA AR TORESE, EoIT, BEHRDENMILT NS RPavEa—4ElE
2048 EVhDEIBAEFFE -1 HTTPS BEIC&Y. WL vEXa)T14Z2EHLTWVET,
e-BRIDGE Cloud Login Tl&. 8&#HDEANFRE LUVRF1 AV MEHRE . —UIRVEE A,
DY —EXTHEIERIZ. ROEEYTT,

o T/t RH;HE

o HEWDETILA

o BHEWDIITILES

& 7JYs—i3vID

e :Rm[a—Fk
NBIFMEAEZRET HEREEATVER A -, ChOBEREBFATHIZLEHYFEEA
Fr. BEHROENMILEZRPOIVE2—9h 5 A ALFREEE#RIL. e-BRIDGE Cloud Login ##HLFEH A
e-BRIDGE Cloud Login (. AWS(7<V >z 4 —EX)EFEALTEY. ISO/IEC 27001 ((EHREF2)T4).
ISO/IEC 27017/27018 (V5 RY—EXtFa)T4) FIZEMLTLET,
FLLIE AWS DY A ESBRLTIESLY,
https://aws.amazon.com/security/
Flo . REAVTAA—2aV VRAT LARAMRA R HITE DX 1) T 2WEEHMICEREL, REMERELTLE
ED

959 RY—-EZR

POEARRIEDER
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https://aws.amazon.com/security/

9.2 e-BRIDGE Remote Assist Dt¥a1)7T+

e-BRIDGE Remote Assist [3. Z2ICEEHRDEESROIRFEELERIMOY—EXNSYTILEALIZIEET S
WEETY,

e-BRIDGE Remote Assist (&, 7547 b Ea—aMN5T 50 Y ZRAL HTTPS (4 —/N\—Z25E-fES1L) T7 Y
TR EDERLRELRALTLNET,

BERODEESHDOTIERED Y —N—~ERTDEE . Y—ERANERBLIREI—FEREEHRIERE R
ILDBANT B EITE-THIEESN, BFITHEBASERMNBIESIN A EN GO, EFRICELEFa)T1%
EHLTLET,

e-BRIDGE Remote Assist Tl & #A Y —/\—FBEIHAEE{TO LT, 7Vt X ¥ % e-BRIDGE Remote
Assist Y —N\—DEKYMTHAHLEHERL. T—HEZETEIH—/\—DFFHO, Bol-Y—N\—TT 3% EET
BIENGNCLEERLET  SOITERETEHIT —HZRBEILL T BE-JFALV-WETANLTFY ., EEME -T2
FHERLTLET,

e-BRIDGE Remote Assist THRDIFHR(E. EE MO BREEEICHNDOIEBR T —FZTTT, TD=H . EEHENA
DEBEHRDF X 1AVMEROCTRLRIRBE D T—RE—NRWELAD T, COVATLEEALTHEET—
B IFPORT—R RAXvoT—aNAERISRA VT BT EEHYERF A BERDOEREICE DT Y—ERKNE
H' e-BRIDGE Remote Assist #BEx BRI ELE T ERBTEICOVTE, BHREFLVTAIRDAV O ERE
ZH 1S027001 [ZEEHLI=AL AT LDEREF 1) TR —ICEDETEREEBLTLET,

HTTPS & WSS

=
|
Internet Firewall Q@

AI4R . HF2
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9.3 e-BRIDGE SKY Suite ®t¥%al)7+
e-BRIDGE SKY Suite (&, JE—FT, WD THEITHT—EOTNARADT I EAPLEEM A RE. IR MOERHZE
HIB Y 5 ETEBDRLKBICHETEFTY

e-BRIDGE SKY Suite (&, §HRtEF ) TAIRI AV AT L ISMS(ISO/IEC 27001) ER5EZEELI- Y A T:E
SN TLVET, e-BRIDGE SKY Suite MY —E X& (X, Microsoft Azure LIZER SN THY . T—2E259—Dt
Fa1)T 41 Microsoft Azure IZ& > TEICRFIRIENTVET , T—EAR—RD/\v I 7y &, Azure HMRHET
B\ TYTHEEEFIALTEY. \vIT7vTT—2IET R T Azure DXL —ITHE S 1L (AES256) ShRE
SNTUVET, Fo, BHAEEICOUDFLEBIAZITIER(EE. T—3AN—2 AR, I7/IL)EREL
THYFERA BRDEZHNTEITVRH—ERTONAT D, ZYICEDETEROUS F-ITBFAZEYICEE
LTWAHIELEEHRLTLETD,
e-BRIDGE SKY Suite ® 1 —H—&2EE(&. Microsoft Azure AD B2C #F|FAL T E T,
Microsoft Azure AD B2C [&. Microsoft H 249 % ID EEEHET OpenlD Connect(OIDC)ZFEAL T, 2 —4
—EREIZTI)r—2avITH Ao S B BHIENTEET,
1—4H—H% e-BRIDGE SKY Suite WL TT—2IZ7 V2R T HHE. TRTORIET—RIEHTTPS FOkaLE
FRALBSIESNTUWET . 4H. HTTPS TRHWATOra/LIE TLS1.2 MDA Y HR—LTLVET,
e-BRIDGE SKY Suite Tl&. YLz 7 (BEDHLVINILT)  DMILR,. TOMDBEN O AT LERET D
=812 Microsoft Defender VA LA HREZBEALTVET , AN—BEIRHSINIFETH, UL ERIZKY
HREFEDFREEBY T AV DEECT AN B HLEEDERRAVEHLELET F-, AN —KE(ZX
BEXa)TA)ARI~ADRFEELT, e-BRIDGE SKY Suite D/\Y T TR —EREFEBHRT DY —A (H—/\—1
T—EN—RE) [E RERYET—T (VNet) TIU3—FR b o nEiSh . EET—2FICERT VA TEG K
SICRESATVET,
e-BRIDGE SKY Suite &, BiE AV ITAA—1av P AT LARABRKEHIZK DB HEEF) ) —RAFE LUV ELHN
IZEEL, PATLDREHERAKBRERLTVET, Ma554EZETY—ILIL. IMicro Focus #t Weblnspect1&5 &U
[Rapid7 %t InsightVMIZfERL. Web 77— 3 5B DB MHZHEERELTLET, F£=.SQL 122y
DAV IARYARRD)T T4 %EIELHET S Web 7TV r—2ar DB HERWN-KREBER-FHEILT
Web HA+&5F57%E . Web 7TV 75— a3V BB DY RVEEIRT 51=8(2. WAF (Web Application Firewall) % 5%
BLTWET,

AA"DRIDVDOE OAY oUlte
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9.4 e-BRIDGE Global Print Dt&%a!)74

e-BRIDGE Global Print [, BEHDENMILTNA ROV Ea—40 5, HIRILIZWLWRF2AUREI TR —N
—IZ7yTA—RTBHILT. BEERD T IIL—TRHICHBSN-REEEEHTHONIE. ECHSTEERITESYS
YR —ERTI,

e-BRIDGE Global Print [ZEITHEEIE. Y—/N\—EBBHRDENMNILTNARPOVEL—REDRIE., Y—/3\—
LEAHENDBENDELLE, HTTPS BIE(TLS v1.2) ICKYEWLEF ) TAEREBLTVET,

e-BRIDGE Global Print Tl&. Google 7A™ b, £1=I& Microsoft 7hH b HUVz OAuth2 [C&BEBEEF1T5C
LIZEY . B EF 1 TAEFENPT DMEERERIISETOET,

e-BRIDGE Global Print Tl&, EEBEMNHONLOHREITLILZEFI—FIZEDWT, Y—N\—IZBBAShEEHD
HAIMEHRETDIENTEET, ThITkY, BIESHTOEWMES A Y —N\—(ZER T2 LEHYET A,
e-BRIDGE Global Print [&. Microsoft Azure EIZEBEINTEY ., T—2tE22—DtFa!) T 13 Microsoft Azure
IZE->TEICRHFICER =N TLVET , Microsoft Azure (. ISO 27001, ISO 27018, SOC 1. SOC 2., SOC3.
FedRAMP ., HITRUST. MTCS. IRAP.ENS ZEL L DR EITEHIL TLVET , 5FHIT DLV TIE. Microsoft
Azure Web 4/ bD & URL ZSBBLTZEL

https://www.microsoft.com/ja-jp/TrustCenter/Compliance/

e-BRIDGE Global Print TEIRISN AR F 1 AT —21&, BB LS T=5Z T AWS (Amazon Web Service) S3
ICRESN.NEHIDTIERTHILIETEEH A, AWS (&, ISO/IEC 27001 (1EERtF )T +) . ISO/IEC
27017/27018(V 25 FH—ERXEF 2 T4) FIZEHMLTOET, FLIL AWS DY A rESRLTZEY,

https://aws.amazon.com/security/

e-BRIDGE Global Print

Azure AD

£A=
G,

Nl <37 API
3J (‘EIE. ENRl)

EmY
AP

/TN

Y
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https://www.microsoft.com/ja-jp/TrustCenter/Compliance/
https://aws.amazon.com/security/

10.35%5

10.1 WEBAKE
10.1.1 ISO/IEC15408
ISO/IEC 15408 (1Ertz¥ 1) T 5FME ) (L. CC FRELELLME(EN., IT HED X2 T#EES

.(‘ FURBEHE- RS SERRERIETHY . CORAMEMBL IT BFE(E CCRA(Common

eu. Criteria Recognition Arrangement) [IZINEEL TS Z<DELIZEWNT, ZDEF ) ToH#HEE. &
NI gpmvoncaET,

EAL (& Evaluation Assurance Level DBE T, FHEDNBZEZRIET HLNILTY  sHED R ELS IT #am(IE, EAL
ICERIN-ABICHK S TEFMEINFET . EAL DLFELARILETRLANILDOFFHHEABTESATEYET, =1L,
EALIZEF )T/ DEEZRTIDTIEHGL, H<ETFMMABDRSZRT LD TY . EAL DLAJLEFFHEXRD
XA TALRNILDESEEBTLE—BBILFEE A,
e-STUDIO4540C Series. £ & U e-STUDIOB550C Series LAFETI&. IEEE2600.1 (2 & L1z EAL3+ALC_FLR2
THREZMELTVEY,
LoopsLP50 Series (&, IEEE2600.2 [Z5@ & L1= EAL2+ALC_FLR2 THRIEWBLTLET,
e-STUDIO5015AC Series $ & U e-STUDIO5018A Series. e-STUDIO7516AC Series. e-STUDIO8518A Series.
e-STUDIO5525AC Series . e-STUDIO5528A Series TI&. HCD PP v1.0 (Protection Profile for Hardcopy
Devices 1.0) [Z# & LT- CC BBSEEMBLTULVET,
HCD PP V1.0 &1, BR®D IT ¥ 2 TR TH S IPARILITBUE N ERLIE HEHEHIE) & NIAP (National
Information Assurance Partnership) 8&UBHKRDT ORI EEBAL T —BUANEBTHERLI-TO2ILEEH
DBAFFRED-ODEF 1) T+ EHZERBLI-XETHY. TOFLEERICDEESNIBEZLDEF1) T4

-

@

BELESOEHNMRESNTHET,

CC RBHEIS R

HEs

i EE LT

URL

e-STUDIO550/650/810

2004 & 3 AWME

e-STUDIO3511/4511

2005 4 3 AWfE

e-STUDIO600/720/850

2006 & 3 AWM

e-STUDIO281c/351c/451¢c

2006 & 3 AWM

e-STUDIO232/282

2006 & 3 AME

e-STUDIO352/452

2006 £ 3 AMF

e-STUDIO2500C/3500C/3510C

2006 & 6 AMF

e-STUDIO163/165/205 i EC B —
e-STUDIO166/167/207 m#EBaEL —

e-STUDI0232/282

2008 £ 8 AM#F

e-STUDIO352/452

2008 £ 8 AM#F

e-STUDIO600/720/850

2008 4 8 AMfF

e-STUDIO2330C/2830C/3520C/4520C

2008 4 12 A W%

e-STUDIO5520C/6520C/6530C

2008 4 12 A%

e-STUDIO255/355/455

2009 & 6 AME

e-STUDIO655/755/855

2009 & 6 AME
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HEs

i EE LT

URL

e-STUDIO2040C/2540C/3540C/4540C

2011 &£ 10 AT

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0328 it0296.html

e-STUDIO5540C/6540C/6550C

2011 £ 10 AT

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0327 it0297.html

e-STUDIO206L/256/306/356/456/506

2012 &£ 5 AWM

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0348 it1388.html

e-STUDIO556/656/756/856

2012 &£ 5 AWM

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0349 it1389.html

e-STUDIO2050C/2550C

2012 £ 10 A W&

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0376 it2409.html

e-STUDIO2555C/3055C/3555C/4555C/5055C

2013 &£ 4 B8

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0388 it2432.html

LOOPS LP30

2013 &£ 11 BW$E

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0412 it3465.html

e-STUDIO5560C/6560C/6570C

2015 4 11 BB

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0491 it4484.html

e-STUDIO257/357/457/507

2015 & 11 AmMIF

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0489 it4482.html

e-STUDIO657/857

2015 & 11 AmMIF

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0490 it4483.html

e-STUDIO2000AC

2016 £ 9 AWMF

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0522 it5581.html

e-STUDIO2505AC/3505AC/4505AC/5005AC

2016 &£ 9 AME

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0523 it5582.html

e-STUDIO2508A/3508A/4508A/5008A

2016 &£ 9 AMF

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0524 it5583.html

e-STUDIO5506AC/6506AC/7506AC

2016 & 11 AT

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0528 it5584.html

e-STUDIOG508A/8508A

2016 & 11 AT

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0529 it5585.html

Loops LP35/LP45/LP50

2017 & 7 AEE
(IEEE2600.2)

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0566 it6624.html

e-STUDIO2010AC
(8YS V1.0)

2019 &£ 3 AmMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0629 it8689.html

e-STUDIO2515AC/3515AC/4515AC/5015AC
(SYS V1.0)

2019 & 3 AmMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0633 it8690.html
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https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0328_it0296.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0328_it0296.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0327_it0297.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0327_it0297.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0348_it1388.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0348_it1388.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0349_it1389.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0349_it1389.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0376_it2409.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0376_it2409.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0388_it2432.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0388_it2432.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0412_it3465.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0412_it3465.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0491_it4484.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0491_it4484.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0489_it4482.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0489_it4482.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0490_it4483.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0490_it4483.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0522_it5581.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0522_it5581.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0523_it5582.html
https://www.ipa.go.jp/archive/security/jisec/software/certified-cert/c0523_it5582.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0633_it8690.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0633_it8690.html

HEs

i EE LT

URL

e-STUDIO2518A/3518A/4518A/5018A
(8YS V1.0)

2019 & 3 AWmfF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0631 it8692.html

e-STUDIO5516AC/6516AC/7516AC

2019 & 3 AmF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0632 it8693.html

e-STUDIO6518A/8518A

2019 £ 3 AmMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0630 it8691.html

e-STUDIO2020AC
(8YS V1.0)

2022 £ 9 AWF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0756 it1791.html

e-STUDIO2525AC/3525AC
(8YS V1.0)

2022 £ 9 AWF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0757 it1792.html

e-STUDIO4525AC/5525AC
(SYS V1.0)

2022 £ 9 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0759 it2808.html

e-STUDIO2528A/3528A/4528A
(SYS V1.0)

2022 £ 9 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0758 it1793.html

e-STUDIO5528A
(SYS V1.0)

2022 £ 9 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0760 it2809.html

e-STUDIO2515AC/3515AC/4515AC/5015AC
(SYS V2.0)

2022 £ 6 AWF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0746 _it1798.html

e-STUDIO2518A/3518A/4518A/5018A
(SYS V2.0)

2022 £ 6 AWF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0747 _it1799.html
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https://www.ipa.go.jp/security/jisec/software/certified-cert/c0631_it8692.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0631_it8692.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0632_it8693.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0632_it8693.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0630_it8691.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0630_it8691.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0759_it2808.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0759_it2808.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0758_it1793.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0758_it1793.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0746_it1798.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0746_it1798.html

HEs

i EE LT

URL

e-STUDIO2020AC
(8YSVv2.1)

2023 & 2 Am#F
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0774 it2810.html

e-STUDIO2525AC/3525AC
(8YS V2.1)

2023 & 2 Am#F
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0775 it2811.html

e-STUDIO4525AC/5525AC
(8YS V2.1)

2023 &£ 2 AR#F
(Protection Profile

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0776 _it2812.html

for Hardcopy
Devices 1.0)
e-STUDIO6527AC/7527AC WMEFE
(SYS V5.0)
e-STUDIO6529A/9029A NEFE
(SYS V5.0)
e-STUDIO2020AC WNEFE
(SYS V5.0)
e-STUDIO2525AC/3525AC BRFFE
(SYS V5.0)
e-STUDIO4525AC/5525AC BRFFE
(SYS V5.0)
e-STUDIO2528A/3528A/4528A WMFFE
(SYS V5.0)
e-STUDIO5528A BEFFE
(SYS V5.0)
e-STUDIO2021AC BEFFE
(SYS V5.0)
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https://www.ipa.go.jp/security/jisec/software/certified-cert/c0774_it2810.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0774_it2810.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0775_it2811.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0775_it2811.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0776_it2812.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0776_it2812.html

10.1.1.1 JCMVP ZEiE

M ATBUE N EHRLEHEERLE (IPA) [CEoTHITOATLS BESED 2—ILAY JIS X 19790 (ISO/IEC 19790) 1<

BEYHEERAT HHIETT,

BERITRESNTLSEESTIILTYXLAELLRESh LRSS, T IPA ORERYRAMIEHF SN T

EX
AES FEEEY Rk
#HiER ERES URL
e-STUDIO2010AC 47 https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO2515AC/3515AC/4515AC/5015AC mi#47
e-STUDIO2518A/3518A/4518A/5018A 48 https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO5516AC/6516AC/7516AC mi#48
e-STUDIO6518A/8518A 49 https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
(8YS V1.0) ml#49
e-STUDIO2515AC/3515AC/4515AC/5015AC 71 https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO2518A/3518A/4518A/5018A mi#71
(8YS v2.0)
72 https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
mi#72
e-STUDIO2020AC 74 https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO2525AC/3525AC mi#74
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A 75 https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO5528A mi#75
(8YS V1.0)
e-STUDIO2020AC 81 https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO2525AC/3525AC mi#81
e-STUDIO4525AC/5525AC 82 https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
(8YS V2.1) ml#82
e-STUDIO6527AC/7527AC BIXTRE
e-STUDIO6529A/9029A
(SYS V5.0)
e-STUDIO2020AC BIXTE

e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIOS5528A

(8YS V5.0)
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https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#47
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#47
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#48
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#48
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#49
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#49
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#71
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#71
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#72
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#72
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#74
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#74
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#75
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#75
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#81
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#81
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#82
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#82

HiES ERES URL
e-STUDIO2020AC BTE
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
(SYS V6.0)
e-STUDIO2021AC ZHFE
(8YS V5.0)
RSA FERUAR
HEs HRES URL
e-STUDIO2010AC 20 https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO2515AC/3515AC/4515AC/5015AC ml#20
e-STUDIO2518A/3518A/4518A/5018A
e-STUDIO5516AC/6516AC/7516AC 21 https://www.ipa.go.jp/security/icmvp/verified/rsaval.ht
e-STUDIO6518A/8518A mi#21
(SYS V1.0)
e-STUDIO2515AC/3515AC/4515AC/5015AC 43 https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO2518A/3518A/4518A/5018A mi#43
(8YS V2.0)
44 https://www.ipa.go.jp/security/icmvp/verified/rsaval.ht
mi#44
e-STUDIO2020AC 45 https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO2525AC/3525AC mi#45
e-STUDIO4525AC/5525AC
- STUDIO2528A/3528A/4528A 46 https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO5528A e
(SYS V1.0)
e-STUDIO2020AC 52 https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO2525AC/3525AC mi#52
e-STUDIO4525AC/5525AC
(SYS V2.1)
53 https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
mi#53
e-STUDIO6527AC/7527AC BTE

e-STUDIO6529A/9029A
(8YS V5.0)

35



https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#20
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#20
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#21
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#21
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#43
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#43
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#44
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#44
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#45
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#45
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#46
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#46
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#52
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#52
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#53
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#53

HiES ERES URL
e-STUDIO2020AC BTE
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIOS5528A
(SYS V5.0)
e-STUDIO2020AC BTE
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
(SYS V6.0)
e-STUDIO2021AC BIXTRE
(8YS v5.0)
SHS FERYXE
HiES ERES URL
e-STUDIO2010AC 31 https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO2515AC/3515AC/4515AC/5015AC mi#31
e-STUDIO2518A/3518A/4518A/5018A
e-STUDIO5516AC/6516AC/7516AC 32 https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO6518A/8518A mi#32
(SYS V1.0)
e-STUDIO2515AC/3515AC/4515AC/5015AC 56 https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO2518A/3518A/4518A/5018A ml#56
(8YS v2.0)
57 https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
mi#57
e-STUDIO2020AC 59 https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO2525AC/3525AC mi#59
e-STUDIO4525AC/5525AC
0-STUDIO2528A/3528A/4528A 62 https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO5528A —
(SYS V1.0)
e-STUDIO2020AC 65 https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO2525AC/3525AC ml#65
e-STUDIO4525AC/5525AC
66 https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht

(SYS V2.1)

mI#66
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https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#31
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#31
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#32
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#32
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#56
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#56
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#57
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#57
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#59
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#59
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#62
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#62
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#65
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#65
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#66
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#66

HEs

ERES

URL

e-STUDIO6527AC/7527AC
e-STUDIO6529A/9029A
(8YS V5.0)

BERTE

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIOS5528A

(8YS V5.0)

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
(8YS v6.0)

BHRTPE

e-STUDIO2021AC
(8YS V5.0)

BHRTE

HMAC #&2 R+

mE4

HEES

URL

e-STUDIO2010AC
e-STUDIO2515AC/3515AC/4515AC/5015AC
e-STUDIO2518A/3518A/4518A/5018A
e-STUDIO5516AC/6516AC/7516AC
e-STUDIOB518A/8518A

(SYS V1.0)

22

https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

html#22

23

https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

html#23

e-STUDIO2515AC/3515AC/4515AC/5015AC
e-STUDIO2518A/3518A/4518A/5018A
(SYS V2.0)

35

https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

html#35

36

https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

html#36

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIOS5528A

(8YS V1.0)

37

https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

html#37

40

https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

html#40

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
(8YS V2.1)

42

https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

html#42

43

https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

html#43
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https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#23
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#35
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#35
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#36
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#36
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#37
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#37
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#40
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#40
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#42
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#42
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#43
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#43

HEs

ERES

URL

e-STUDIO6527AC/7527AC
e-STUDIO6529A/9029A
(8YS V5.0)

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIOS5528A

(8YS V5.0)

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
(8YS v6.0)

e-STUDIO2021AC
(8YS V5.0)

DRBG X+

mE4

HEES

URL

e-STUDIO2010AC
e-STUDIO2515AC/3515AC/4515AC/5015AC
e-STUDIO2518A/3518A/4518A/5018A
e-STUDIO5516AC/6516AC/7516AC
e-STUDIOB518A/8518A

(SYS V1.0)

https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h

tml#8

https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h

tml#9

e-STUDIO2515AC/3515AC/4515AC/5015AC
e-STUDIO2518A/3518A/4518A/5018A
(SYS V2.0)

20

https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h

tml#20

21

https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h

tml#21

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIOS5528A

(8YS V1.0)

22

https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h

tml#22

24

https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h

tml#24

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
(8YS V2.1)

26

https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h

tml#26

27

https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h

tmi#27
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https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#20
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#21
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#21
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#22
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#22
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#24
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#24
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#26
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#26
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#27
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#27

HEs

ERES

URL

e-STUDIO6527AC/7527AC
e-STUDIO6529A/9029A
(8YS V5.0)

BRTE

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIOS5528A

(8YS V5.0)

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
(8YS v6.0)

e-STUDIO2021AC
(8YS V5.0)

KDF BRI X+

HEA

HEES

URL

e-STUDIO2010AC
e-STUDIO2515AC/3515AC/4515AC/5015AC
e-STUDIO2518A/3518A/4518A/5018A
e-STUDIO5516AC/6516AC/7516AC
e-STUDIOB518A/8518A

(SYS V1.0)

https://www.ipa.go.jp/security/jcmvp/verified/kdfval.ht
ml#1

e-STUDIO2515AC/3515AC/4515AC/5015AC
e-STUDIO2518A/3518A/4518A/5018A
(SYS V2.0)

https://www.ipa.go.jp/security/jcmvp/verified/kdfval.ht
mi#3

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIO5528A

(SYS V1.0)

https://www.ipa.go.jp/security/jcmvp/verified/kdfval.ht

mli#4

e-STUDIO2020AC
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
(SYS V2.1)

https://www.ipa.go.jp/security/jcmvp/verified/kdfval.ht

ml#5

e-STUDIOG527AC/7527AC
e-STUDIO6529A/9029A
(SYS V5.0)
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https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#3
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#3
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#4
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#4
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#5
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#5

wiER HRES URL
e-STUDIO2020AC BB E
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIO5528A
(SYS V5.0)
e-STUDIO2020AC BB E
e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
(SYS V6.0)
e-STUDIO2021AC BHRTE
(SYS V5.0)
KDF :Key Derivation Function ##& H B8%

10.1.1.2 CAVP ZZ&E (FIPS140-2)

CAVP (XX EHAFHRE NIST EAhFFBAFH#RE CSEC LTHRETIT>TWAES 7L X LRLH E
(Cryptographic Algorithm Validation Program) TéY . FREESNIRES 7T X LELT NIST [CTELTF® URL
ToRShTVETS,

WiES Validations URL
e-STUDIO2010AC C374 https://csre.nist.gov/projects/cryptographic-
e-STUDIO2515AC/3515AC/4515AC/5015AC algorithm-validation-
e-STUDIO2518A/3518A/4518A/5018A program/details?product=10734
e-STUDIO5516AC/6516AC/7516AC C375 https://csrc.nist.gov/projects/cryptographic-
e-STUDIO6518A/8518A algorithm-validation-

program/details?product=10735

C376 https://csrc.nist.gov/projects/cryptographic-

algorithm-validation-

program/details?product=10736
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https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10734
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https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10734
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10735
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10735
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10735
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10736
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10736
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10736

10.2 Wipe #&Efft421F+ HDD
N—RFARHAT 32 (GE-1230) 2 AL TLVS Wipe #EEfT 31T+ HDD (£, BE B8 & (%4 BRI HIE
ELT. BADMITEGE AN ERNIEHEHAE (IPA) A4T5 JCMVP BEEE. 7AUAD NIST H475 CMVP
(FIPS140-2) ZBEIEBEBLTHYET .

10.2.1 JCMVP ZE&E

JCMVP (&, ML ITBUE N BRI HE AR (IPA) H¥T5. JIS X 19790 (ISO/IEC 19790) [CEIKEFTE 21—
FREEHIE T, AES. SHS. HMAC. DRBG W IEBEV 1 —)LEL TELLEE SN LRBESN . LT IPADBEESED
aA—LEREEE M) AN B HINTOET,

w4 BREES URL
GE-1230 F0022 https://www.ipa.go.jp/security/jcmvp/val.html#F0022
(BRZH Wipe ##Eff %27+ HDD:
MQO1ABUOS0BW, MQO1ABUO32BW,
MQO1ABU025BW)

10.2.2 CMVP FZEE(FIPS140-2)

CMVP (EKEBAFHERE NIST LhHFBUFHR CSEC LTHERITITOTLWABBED 21— LORIFIETHY.
Cryptographic Module Validation Program ZE KL THY . RIS F=EFES 12— ILELTNISTIZTELT O URL
TARIhTWVET,

wEA HRES URL
GE-1230 2082 https://csre.nist.gov/projects/cryptographic-module-
(FRZ 3! Wipe #aeftt+2") 7« HDD: validation-program/Certificate/2082
MQO1ABU050BW, MQO1ABUO032BW,
MQO1ABU025BW)
GE-1350 3758 https://csre.nist.gov/projects/cryptographic-module-
(Phison & SSD: validation-program/certificate/3758
PHSSS512GECTI-IA-TE1010)

10.3 HIPAA

ERFAKROELERAMLGATSEICET AR, BEFRI/IEREBNCEBNOEATRELNILOEE
HTHRONASIEEZRIAT DIIINTHRIHSNTUVET, REDEFaTaV)a—av(d RESN-BEFERD
TIAND—,tF 2 TAITA N T HIFIFHEREBEZRBLET . REGTNART IR, T4 R—MHIRI#
B, BLUEBRIMIE. TN\AROTBEYGFEREHE . SFaSn -1 —F—DOANKE T —IF IR XAV
ZZIETESLIIILFET,

10.4 GLB Act

Gramm-Leach-BIiIey Act [ZEFAHEBIICEERERZRLTHY.HEELN B L OEANZHBEERNEDLIIFERAS
HEINTOINERETEDLIICLET, MBTSMN\L—RAUBLVE—TH—FRAIE. BADMKE

%&@ﬁﬁmé%iﬂu FTRTCDEMBBIBEEFROREE Y R—LFTEORTLERHBLVRTTHILEEKR

LETS
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10.5 FERPA

REHBEOEFETIANS—RIE FEOEBFRBEDTSAN—Z2RETHEBETT ., NICE XKEHF
HICENT H2HERBEDEX 1) TALRILEEOIBELHYES ., /ART—FDER, GlIEESNI=T /A RTH
TR, TEADBESEESWELIFHIRRICKY ., SHET NARATHBRFERICT VLA TEGRVLKIICLET,

10.6 Y—ARDR-FHRY—i& (SOX)

FEH. ERMBTEI—RL—MNFUORRHELEET S X BMELBBGRANEAShEL, TBZE
HBIEEAFVUFINERITT, CNIFFEHRECEAEL TIT O - EXUBFRTOERIERET S LICE>THR
BERERETDOICAIRESNFELz, T—2EX 1) T1E—TH—FE BERADTIEADHIR. T—2DEH,
BrUT—EDBEUHDOREICERZELTVET,

10.7 DoD

THAHINEREXKBAEROESFKE L. ERRERELSIVHBRERERELTVETS . BFREDNOY=2T
WIE RKEDREZRETH-ODBBLER)—EEEDHPEEZRLTVETS . REDTARIVLEEY ) 2—
IV BEBBRESC N FTARINSATEIVTELVY R4 XS HENS DoD REICEMLTVET,

10.8 HUTAIL=FM loT #eEt¥1) 7% (SB-327)

2020 &£ 1 A 1 BICHETENI=COA)TAHILZTHETIE, RV T—IEHET NS RADEEEE(CHLT, T34
AHOURE. B, FIERETITEREDOHLIBFRICHELT. THAIRABLUT NI RICEFNIEREFET VL
A IR A TR, FEFROORET HRIICEHTAIN:, EEMNLG X1 TAHEEE T N\ARIZERT D
CEEERLTVET,

10.9 #HEIZHITH5EX1)T4

BHRILHEDERDD . AABRIIBAEELGEELLGOTHEYET . —AT. KRADHSGEWNECATEANER
AREICIRESh, FRADEMTHERSINSIEFEMNEKRL, BAFROIYKRNITTT 5 MBELNRRKIC
BEOTLET,

COEIGRET. L SRAREDBEAFERNBAVINIEEEDERARBOAICEFELST . REDFEHKITHH,
DBIFERKRGHELRIFITREENBATEYVET . BEREDEERREEES BABREZEDITSERTLHE
EHICEANERORELZRLSILIITEDUHEMER T,

RETYITIE BRAI—Y—THEILEFRNBRBZVEHCTZOICHBRL Iz KIBZHLE 1) T#EEE 18
BLEERFRELTBYET, SR BBEHRED/NN—FF—2v 7%, LYREHEF LTI RREEDHTLNE
F9,

FERETYI(E BORALYENBREREOEEZMZRHML. 2001 £ 2 AICHRRIBELTEANERRES
HIBIUTEANBEREREA IV 1ERELTEYEL,

2004 £ 8 AICTEANEHRRESE1Z2HEL Web E TR, 2004 &£ 11 AICTEAANERREAAFSA215ES
Z(TRo-TKRIBIZHEL. Fi=IC[EANEHRRE IO S L (PDPP: Personal Data Protection Program) &L
THIET D%F. KHIEHEEITOEL,

RETYIDENERREASDEMZDOVTIIUTO URL #SBLTLIEELY,

https://www.toshibatec.co.jp/privacy/
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