TOSHIBA

X2 TA4HAF voi71

LOOPS LP50 Series
e-STUDIO5015AC Series
e-STUDIO5018A Series
e-STUDIO7516AC Series
e-STUDIO8518A Series
e-STUDIO5525AC Series
e-STUDIO5528A Series
e-STUDIO7527AC Series
e-STUDIO9029A Series

2025 % 11 A

x #8%"e BRIDGE SKY Suite” [LFx M #ig CIEFIETEE A

R13121304114-TTEC
OMJ150115P0



BX

g R = 4 . 5 | SRR R PP 1
2, AR T RE B e 2
2.1 B B D A L T B s 2
22 BB . e 4
B T N R L T o —————————————————————————————————— 6
31 HDD/SSD T R ... oo 6
3.2 TR B B B e 6
321 Wipe BB BT A HDD ..o e, 6
322 YIFITTIZED HDDISSD AT —FDEEBAE ...ooveeiiiiiiiece e 6
3.23 SED SO ....oiiiii et 6
3.24 FIPS/JCMVP EZ2EE HDD, FIPS BBEE SSD ... .ooomniiiiieeeeee e 7
3.25  TPM2.0 ISk T = R e 7

3.3 B A R BE .ttt nn1tnnnnnnnnnnn 7
3.31 HDD ()T — 8 LB E I oo 7
3.3.2 SSD DT =R LB E I e, 8

34 R R D A L T oo 8
3441 RYRD=OTFORRGE ... 8
34.2 IPIMAC ZRL R IAILRU T o 8
343 FEEEBEE(EBLAN) .o 9
3.44  SSL(Secure Sockets Layer)/ TLS(Transport Layer Security) ...............ccooeeeiiviiieeenennnnn.. 9
3.45 IPsec(IP Security ArchiteCture) ..............cooouiiiiiiiiiiiiiiiie e 9
3.4.6 R IEEEBD2. X ... it 9
3.4.7 R R R oo e 10
3438 ] 11 | oV T PPN 10
349 EEEBEEBUBBLAN) ... 10
3410 EAUFUL—HRIRRNANIC) ... 11

B W b B 1 | = 3V SO OT TP 11

35  BEEBRBIULIP IZVRDT IR ..ot 11
3.51  BEEEHRDTIERFBD ..oooiiiii e 11
3.5.2 IP 27 ORD T I R H ... 11
3.5.3 TTPORNP TP AP RIE B IIIE o e 12

I €7 7 & & R b o TP PP RN UP PR 13
4.1 U DBIBE ..o 13
411 O—JIR—=XR[Z&LBT7 IRt (Role-Based Access Control) .............ccccoooovvvinenieeenn... 13

4.2 ATEERAND T IER oottt 14
4.3 B Bl B ... ... e e e e 14
431 A BRI e .. 14
4.3.2 BB R AT oo —————————— 14
433 O—H—BBEHCEBIBIEDBIBR ..o 15
434 O—H 1B BRI ..o 15



4.3.5 7N R I R IR B B oot 15

4.3.6 FRBIEEE. ... 16

4.4 N D s e 16
441  EHBOT ISR BT YR e 16
442  BBHIEIRIICEBR YUY e 16
443 BFA IR ERO R LT e 17
4431 BFAILBRRE ... 17
4.4.3.2 BCC IR EHEAE . e 17

B R L A N L T oo 18
5.1 21 R ) L o GRS UUPURROPPURRTN 18
B.AA BT T b e, 18
5.2 HBBIEIRI. ... e 19

5.2 AR T BB AT A oo, 19
521  IRRT—FFETFAUDTTRYDR oo, 19
5.2.2  PDF 7 A I DA T oo 19
5.2.2.0 BE BB PDF ... oo e 19
5.2.2.2 R EBAITEPDF ..o 19
523 BB O —BDBEBIL ..o oo, 20

5.3 TPIORINP I7 R B S T — R R o 20
531  JFOARNP I R B B e e e 20
5.3.2 IR AR IR R e 21

B. B A DRI ..o e 22
6.1 B L T/ T D R e, 22
6.2 WINdows Bt BRE LT IL DI T oo 22
6.3 O S D B ... o e e 22
6.4 USB AR—F DB AITEIL T oo 22
6.5 BB T A oo 22
6.6 B B BT ... 22
6.7 B W bl &Y = L RSP 23
6.8 TP—LITTDBEEABFLE ..o 23
6.9 T UTRIVTTIIT ettt 23
7. VUa—a3 T YR T d— R DT A oo 24
71 e-BRIDGE Open Platform 3 )T ..o 24
7.2 R T T U080 TIURTA L oo 24
T2 AU RP= LRI e 24
722 TV =2a g —UDBAMET IV o, 24
723 FIUH—Sa BMEEI—H—HEBR ... 24
724 REBTZTVT—2a RBIDBEE ..o 24
725 HEEBERBTZTI)T—Sa BIDBBE. ... 25

8. R A T R 26
8.1 €-BRIDGE CloudCoNNeCt D23 cll T ..o 26

0. TR s 27



9.1 €-BRIDGE Cloud Login DAl T ..ooeiiiiiiiiiiiiee e 27

9.2 e-BRIDGE Remote Assist DBl T4 ....ooooiiiiiiiiiieeeeeeeeeee e, 28
9.3 €-BRIDGE SKY SUIte D3 cl )T oo 29
9.4 €-BRIDGE Global Print Dl )T . oo 30
10, BB ettt h e et e et e e e et e ettt e e sbeeeenaeaea 31
101 BRI ottt ———————————————————————— 31
10,11 ISOMECASA08..... ...ttt et et e et e et e et e et e et e et e eanseensaeneenneesneennnns 31
10.2  Wipe BEEET BT A HDD ..o e, 40
10.2.1  JOMV P BB ... oot 40
10.2.2 CMVP BBRE(FIPST40-2) ...ooiiiiiiiiiiie ettt 40
103 ERFEROMEELERMGEHAREICETIERHIPAA) ..o 41
104 TSL)=F TIA) 5K (GLBACE) ....ooiiiiiiiiiiiieiie e 41
10.5 HEOBEEDHEFETSFA/3—ITETHER (FERPA) ..o 41
10.6 H—ARUXFHR—i& (SOX: Sarbanes-OXIeY ACt) .............ouuururmruimimiiiiiiiiiiiiiiiiinininnnnnnnns 41
10.7 KEER#E (DoD: Department of DEfenSe) ..........ccccoooviiiiiiiiiiiieiiiieeee e 41
10.8 AUIHIL=T M 10T BEREX L) T AR (SB-327) ..o 41
10.9 EU —f8FT—RREEIRAI(GDPR) ....oooiiiiiiiiee et 42
10.10 EU EH#38H45 (Radio Equipment Directive: RED, 2014/53/EU) .........ccovvveeieiiiieeeeee, 42
1011 BHEBEXI)TATATTL(BMSEC) ..ottt 42
10.12 BB T BT D T o 42



BiEIZDOLT
AETHRHINTVAEEEEL FRICELET,

® Windows F=EZ DDA/ OV I HED BB LU E R4 (L. KE Microsoft Corporation
DAEELVZOMDEIZH T EBEIEE LB HREETT,

® FeliCa (., V=—KAESHDEHEEIETYT,

® MIFARE [£.NXP €30 4 93— X DEHFEIETYT ,

ZOMt, RECEHSATVSEAA. HBBE. TRENORUAOBEREEEEAETHLEE
BAHYES,

©2004 - 2025 Toshiba Tec Corporation All rights reserved
AEFZFEEECIYRESNTEY. RETYIRKSHDOEENGMEE . ZAEDOLNELE S E
TOHEE. BHEELTT,



1. [XL®HIZ

RETYIRASHCUBRIRZETVIIEED) . BEHROT —F2ORF A DREMEHERL, S HERHI
BFEIEDRRA LD X1 TAREITHIE T HSFTELAREMZRELFET . XTD e-BRIDGE Next ET )L
F.EEKEQREMHREZEL. EBDEOCORTLEREZIBEBRICT AL FETVEADNLEEHKD
T—AORF2AVNERELET,

FEORFHEIDONT
AEDHZHEEL. AXPTUTOLIITRELTVET,

R REEE AX DR
Loops LP35/LP45/LP50 LOOPS LP50 Series
e-STUDIO2010AC
e-STUDIO2515AC/3515AC/4515AC/5015AC

e-STUDIO5015AC Series

e-STUDIO2518A/3518A/4518A/5018A e-STUDIO5018A Series
e-STUDIO5516AC/6516AC/7516AC e-STUDIO7516AC Series
e-STUDIO6518A/8518A e-STUDIO8518A Series

e-STUDIO2020AC/2021AC
e-STUDIO2525AC/3525AC/4525AC/5525AC
e-STUDIO2528A/3528A/4528A/5528A e-STUDIO5528A Series
e-STUDIO6527AC/7527AC e-STUDIO7527AC Series
e-STUDIO6529A/9029A e-STUDIO9029A Series

e-STUDIO5525AC Series




2. Xal)TsHE—%K

21 #EeloEteri)T—%

e-STUDIO5015AC Series

e-STUDIO5525AC Series

. LOOPS LP50 e-STUDIO5018A Series | e-STUDIO5528A Series
*Er—.-‘ » l‘\ Ab . . .
BESN DB R i it R Series e-STUDIO7516AC Series | e-STUDIO7527AC Series
e-STUDIO8518A Series | e-STUDIO9029A Series
t&a1F4E% | [EEE2600.2 E& v
HCD PP && v v
FIPS 140-2 £2:F HDD
. FTav FToav FTav
(GREEEZNHARR 2023 ££ 12 H) ) _
o ALK I(FAT#E XALKIFAZHE
JCMVP 223 HDD
FIPS 140-2 £25E SSD FFLay
(GREEAZhHARR 2025 & 12 A) MAbKITIEHE
BES7ITYR L JCMVP En15 JCMVP En#8
CAVP H1%
EU E{R#IE<S (RED)
(BAIR#EN 18031-1:2024 v
HEUEN 18031-2:2024)
ARL—UREIZ | BRERO HDD £/5% V4 v v
FAHEHRRALY | BERKO SSD £iEE v
TPM2.0 [Ck2 2B DIRE v
TRIM #£&E(SSD) v
DI 7L AR5 + SED SSD v
DAaURTHREENES ) )
) I ay AT ar ZEERE
(T—HEEFYL)
Wipe ##E{1#5-S HDD
FYRD—=ohD | FER—FORE
DARETHER IP 7ELR/MAC ZEL XD
X v v v
TLIERYT
ARIEE A—JL EFA— LB HE
v v v
(POP before SMTP)
BFA— LRSI EE(SMTP F23L)
BFA— LRI EE(LDAP SR3E) v
*ykT—4HLE@® | SSL/TLS
T—R%REE (SMTP, POP3, LDAP, IPP,
v v v
DPWS, FTP, HTTP, SOAP,
Syslog)
IPsec *FFoay FFoay FFoay
T A )LEEBAE (PKI/SCEP) J v v
SNMPv3 v v v
SNTP Authentication N4 N N4




e-STUDIO5015AC Series

e-STUDIO5525AC Series

LOOPS LP50 e-STUDIO5018A Series e-STUDIO5528A Series
A F = I A
BESNLER i A Series e-STUDIO7516AC Series | e-STUDIO7527AC Series
e-STUDIO8518A Series e-STUDIO9029A Series
Secure DDNS v N4
H#2 LAN T |IEEE802.1X Vi V4
EH LAN EDT | WPA/WPA2 #£#0L v v
— RS WPA3 ##l. v
IEEE802.1X v v v
BEF 771D | BES1t PDF
v v v
ZLY
BERENSF | I7H/RTORIILLSDBIEIET
v v v
EBET7HIER
T7HORINP I75 | T7HREEIERIE#EE
AEEFRFDIEL v v v
fEE LY
HREHDEFEEY | TSAR—rTYk v v v
R—JLRENRI
(FVU, F7HRIP I7HR . B v v v
FA—IL)
RIEaE— HhEN R (48 B4 L) v v v
HATENRI(#E 2220k | ERES Y+
X *AToay AT ay *AToay
9)
RETIER 2 —H—FREIHEE(Windows §28
) v v v
E13)
21— —ZB5HEAE(LDAP $25E)
Role-Based Access Control
21— —FREHERE(IC A—REREE:
v v v
FeliCa/MIFARE/HID %)
d—HF—EREEHEAE(PIN S25F) v v v
2A—H—RHEE(CEREED v v v
A —H—EREIHERE(NFC 2REE) v N4 v
EIEEER/ AR T —RREE v v v
H—ERIVC =TT IR v v v
RYIR ISR T —RERETE v v v
tXalT407 DLk v v v
A—H4—EnTadREDOYS
) v v v
DELER
TRL R REREHER
A7 (239 27 IR v

Syslog




22 RE

& BiER

AES Advanced Encryption Standard QB TY
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P | e

Standard Self-Encrypting SSD
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Device

%

Firmware

3.3 LEEEHEHEE
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HDD (3R TB DO N BT A R DAL/ A — R AL TT—2% B LET,

—HADHEEE. ChoDR L/ E— ﬂfl)txl«q“é_al FYBKRDLENT—RIZLET, SBI2. FU4 LIEH1E
/vst VEBREEESAC EESHEZTHLICKY . TREREIYVRECT HLTEFYT1ERIELET,
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WA T—2%2ETT S EFERICRSBILYES,

FFLar M Wipe #RE(FTE+tF11) T« HDD %>, SED HDD #3&BF(ZI%. HDD [ZxfL THES#EE+> Wipe #aEA
BEEITMN. Bl BEHINFETIEAICIE. Y—ERIVSZ7A LEEHEMAEDREEEMICTHIET,
HDD ICx L CEEETHEBETEESITIENTEET, ZDIH A . e-STUDIOS525AC Series . e-
STUDIO5528A Series, e-STUDIO7527AC Series. e-STUDIO9029A Series Tld, #7713 ® HDD #%%&3 %
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DITLAYOTHEEIE, TR IEEEESERICHBMLTRBELET L. ZOR. EDIEBFTT 202 #L TEE
BEN-DERTER(TVELTT—T ) EELHMICEF -HEIND-D. T—E2DETEZEH#ICLETS,
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SHIC BEHREELHAEHISILT RICEABLGE TCEZEDOFICEHETL BRET —32ERTHILE
FEICHHBICBYFET,
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34 XYrI—UtFaUTa
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[CHEELET . £1=. LPD FIRIY —E XRZR T 57012, HEHIL TCP 515 R—baA—TUILTEYET,
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—R(OSAT7RAVEA—3F) DT I ERERDAZ(FTFH1Y . BEELIZTEL AN LD T I RAEESEL:
YTEET, CNIZEO T . BEDHIRYNT—I/— R oD T I REHIBRT S EMNAREELYET  HEHEIC
ZEXLIZIP 7RL R, BLLIE MAC FRLAD LD T I AN HEZIHTTHRTEL. EAMICEIZLIZIP TRLX,
HLLIE MAC PRLAD DT I 2REZIF{FFRUERE D IEREE Y R—LTLET,

F1-.ICMP [CR T B EEIESTARELARETY .



3.4.3 EEEBEE (F# LAN)

FYRT—Y LERNDBIET —FEBEILTHILICKY  BIEERETEHIENTEET , RYLT—IEL—RY
—ILEFRTHEBIET —FEBBICEET LN TEETH. BETHEBELTHILITLY. ALN—EIE
T—REBESNTET —REEENDENGLBYET,

3.4.4 SSL(Secure Sockets Layer)/ TLS(Transport Layer Security)

LHDEEHIE TLS1.2 BLU TLS1.3 FTHHR—ILTHY. MEHENFKER Iz SSLI.0 (EFERASNFEE A,
HTTP Server/Client, IPP, LDAP, SMTP Client, POP3. FTP Server, Web Service ')k, FTP Client & WS X
F+> (Web Services Scan) ., Syslog. SOAP T SSL/TLS @{EIZ® L TLNVET,

HTTP Client #48E Tl&. TopAccess ~DEHE T SSL/TLS IZKBIEEILEITITENTEET,

AddressBook Viewer D77 X(24, HTTPS [CXABEL@EENERAINET,

IPPS TI&. ERIT—%% SSL/TLS THEHIL T 571-8. FIRIT —2& BFESNHDEIHYEE A

POP3/SMTP Tl&., SSL/TLS BIEZITOCLTA—ILT —FZREINDILELHYFEE A,

FTP H—/\—#EEIX. FTP EIRIT —R&ET7AI VTR IRT—RD NI T vT)AT7 THEALTVHET,
SSL/TLS THEELT 518, CN6DT—EDEREEHSIENTEET,

Web Service 7V F T, FIRIT—%% SSL/TLS THEBIL Y 51=8 . HIRI T —2DEMWEHCTEATEET,
WS ZF+v> TWAIN RFv> Tld, SSLITLS THEBILT 510, JE—FRF Yo NoDT—EDEZBHEHCIEN
TEFEY,

FTPS TI&. Scan to Remote IZH T BIEE . BESILTHIENTEET,

F7=. POODLE % FREAK xti53fToTHY. SSL2.0/3.0 ¥ SHA-1 LLvofztzFal) TAREDEVES AR/E
EARXEERINFEA,

e-STUDIO5525AC Series. e-STUDIO5528A Series LI D#EFETIL, TLS1.2 £ TLS1.3 #HR—FLET,

345 IPsec(IP Security Architecture)

IPsec [X.IP BE#HRNnbdT—20 X ) TR TSH7T0ta )I/’C*‘T tHRaA)TARERET. BN
(Confldentlallty) L2 (Entirety) DHER. T2 ERETIMFEREL. T—IDEEBREHLTHILT
HEAEEOLNTLET,

¥ a!)T7470ka)LELTIL. AH(Authentication Header) 35 &1 ESP (Encapsulating Security Payload) D/
ZHHR—FLTVETAH I IP NS YRDTELHEHERL.ESP X IP /A7y ERLTEMETHERTSEF2
)T47BArIILTY , Ff=. IPsec LEBITHERASNHIBEEDTAMIILELT IKEVI, B&U IKEV2 OFEAZHR
—rLTWET FEAZE DAV X—)LIZIE, Import 4L ME SCEP A FIFARIEETY

3.4.6 B4R IEEE802.1X

IEEE802.1X &I, LAN #fibsI CERT R A X DIRIETY . IEEE802.11b & D4R LAN TO1—H—323
HHFELT—RIZFSNTOETH, HEBERITEZELAN LR BLTOET . $TUAUR, 802 AXJIERAYF,
RIS —/N\—THER SN, RIS TOENISA T UM L DREFEH T, BifSnfz2—HF—IC O)Jfﬁmﬁ#
AILET . ZBEE AR IZIE. EAP (Extensible Authentication Protocol) Z L VREEAY+—JFImELET . EAP 523
AHIZIE, EAP-MD5 % EAP-TLS ARXAENHYET,

802.1X IZfERATES EAP [FLODHYFET M HTVAU RIS —/N\—DEALIELTLNDRELHY F
¥, SEIXE LTS EAP (X, EAP-MD5, MSCHAPV2, EAP-TLS, EAP-TTLS, PEAP @ 5 DM A X TY ., EAP-
TLS. EAP-TTLS. PEAP THWASIBAZE DA A—)LIZIE, Import %5 & SCEP M F|ARIRELEYE T,



3.4.7 RyrI—VELE

LDAP MEREEIZIZ. CRAM-MD5, Digest-MD5 4> Kerberos F2EE I3t iELTHY . LDAP H—/N—~T7 IR 9§ 57=
HDI—HF—EZELUV/NRT—RERELET,

SMTP M EZEEIZIE. CRAM-MD5. Digest-MD5. Kerberos. NTLM (IWA: Integrated Windows Authentication) [Z %}
IELTEY, SMTP H—N\—AF7 IR T 5D 1—HF—RZEIVNRT—FERELET,

POP3 MFREEIZIE. Kerberos 4> NTLM(SPA: Secure Password Authentication) . APOP [ZX i LTHY. POP3
Y—IN—ATOERTDBHDI—HF—BEIUVNRT—FERELET,

SMB MEBEEIZIE. NTLMv2, Kerberos [t LTULVET,

Dynamic DNS [2& UL T, £ 217 Dynamic DNS (Domain Name System)#H/R—cLTWET, EFXa7
Dynamic DNS {9 5L, ZD)Y—XLaA—FEEHL-BDEEKD, HDHLE DNS —N—IIXLTEE
HEREZAITHELOLNE, V—UERERH TEELBYET,

SNTP [ZHEULVT, SNTP BREEITHIGLTLET . EEHE SNTP H—/A—DED SNTP tviav RT3
EMTEET,

3.4.8 SNMPv3
FobT =978kl SNMP V3 DFRAICEY. T2 Sbitee. 1—F R R ARA TN, X2 T4H
BIEShTLETY,

3.4.9 ;EEFER R (IR LAN)

LHDOBEEHIE. FE=FICLDIBET IO EREOBRISAZHSIENTE S, Wi-Fi Alliance IZ&k>THRESNTZ

LR LAN OtF 1) TiR8E& THS WPA/WPA2 Mixed Mode, WPA2 [ZxtiaLTLNVET,

e-STUDIO5525AC Series, e-STUDIO5528A Series LAB&E D #EFETld WPA3 [ZHX L TLVET,

WPA (&, B BIEZEBIL T AL TE=FICLIMEHR - TV ERELEL, TV ERARAUEDRRFEIZ &Y 21— —
DHRELIIERATHILEZHRTHLT, BIERRERETLHIENTEET,

WPA (3 IEEE802.11i DY TUr LTRSS SUVBSILLGEL LI >THRIERESNLD T, RICTLEHN

LTz WPA2 M AREHELT=, WPA2 X WPA ELLELEE SE OEGIEDR RN ITONTVET , R AEELT

(X, BOMLHTIERRAUREIZATUMIEBDINRIL—X | EFIENDTRK 63 XFDEEDXFIHEHR

ELTRIABIVEET—FDIESIEEITS WPA-PSK (20X . RADIUS H—/3\—(GREEH—/\—) #FERAL-E5

([Z3&h7tFa)T4A X (EEE 802.1X 25D ISRIGELTLVET,

|IEEE 802.1X Tl&, T ET IV LARAUVNEITAT UM EWNIIE BAGHEF THAHLEHEEL . EAP-TLS (GE

BHEAR—X) F1=I& PEAPVO (/SART—FAR—X) DRI AR ZFIARIEETT

|iE LAN OBIA DS THSH KRACK (Key Reinstallation Attack) > FragAttacks (Fragmentation and

aggregation Attacks) ~NDX RHLESNTLVET

e-STUDIO5525AC Series. e-STUDIO5528A Series L[ D42 Tl& WPA3-Personal (SAE) IZA1Z T. WPA3-

Enterprise (192-bit security) [CH3tEL. CNEF AT HIETHENR -T2HEIY—BRIETHIENTEET,

WPA3-Personal TIEFZT I3/ R EAEFBMERIESICE DGRELICLYMED PSK ARKYLA TSI 8

ERBIZHRIMREFIRMLTULVET , WPA3 TIE PMF (Protected Management Frames) Wi ZBEHE>TEY.

Deauthentication %> Disassociation ZE D EEIL—LMNHE A - LGYTELINILKLEY . BD T I ERARAI UM

BOBEIL—LIZE UM BEADMEA R LELTOET,
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3.410 tHUF)AL—H2Ryk(2nd NIC)

e-STUDIO5525AC Series. e-STUDIO5528A Series LIBEDIEFETIE. EALF )1 —HRubFyhZiEiRzT 5L,
1 BDEEHE 2 DDOELGDIRYNI—ITHRATEET,

T4 (B A —YRIb AT A= RIMNIZTNETNHILTEY  BERE B ROV TI—VEEE
HBDRIRT—=IIIIN—T 40T ETHILIETTVER A, CNIZKY, —ADRYET—IDDEEHERHLT
A DRIRT—VICRAT HEIEFAIREEGYET,

-

@

\I‘“f Ethernet 1
n l/

1t
Network Separation
&

L } l\
Ethernet 2

3.411 SMBv3
FybT—o70Oka)L SMB ELT,VINZ ISR T, T2 SE#EEABARAFEN X T+1BIESA TS
V3 ITHIELTWEY . F=., MEFEHEMN RSN TS SMBV1 ZESME T HZELFRETY

3.5 BEIEBLIVIP J72ROTHEAEH
EEMIEI DT IR R EA T ar TIRIELTWAHEAHYET,

3.5.1 BEERO7 7tAHl{#H

BEBMILDTIERIZONTIE, Z72AQOTALIN LN EZIHF FENESIZHEO TVWET . REDIT7IRR
—RI&. BgICRESN Tz ITU-T EWREDIZHE G3 I7VRERETYVHRBFIETOrL DO H MY R—bENT
BYFET HENDITFIRERZETYIDITFIRLUNDEF LEHRINGEE L. TORLABI BT EERER
ELTEBEDMLET , LIz > T BREEBRN O IT7 IR R—FRENL TR I —IAT I ERTHILETEEE
Ao Tz FERT—ANBATIAMEEMEHYEE A Tz, T7IRERDSDVE—FATFURIEHIGLTE
YEEA

3.5.2 IP I7HADT VR HfE

IP 274 X Tl&. SIP(Session Initiation Protocol) —/A\—§ZHIZ&BiEZIE L. SIP H—N—FNSHNF ALYk
EZEL LU, Gateway BEHTOEZENHYET M., EXa) T EERBLEHINT SIP —/I—LISHESD
SIP Ay t—2D#HEZITHTHEREICTHIENAEETT .

11



3.5.3 I7HRIP 7O ADEGEERFL
T7IRINP T7IRDEEFFICHTAVILAAPRIEER ST, PHEHIREICHBERFRNTBAVT HA6EHELHY
FY . NEHST-OICSEIFLREELFIATHIENTEET,
BREEHLEABERIZEE . Y—ERTIV O FITKBEL TR EEEFTTHIET, UTORIBEHLENTEET,
® FAVILANBDRI—IREAVERTHIC. HEO-OOBEEINKRREINET,
® MBS ANFLREVUZYFRIVERLI-EZ BEDO-OOEENRRINET, HRE. R2—MR
RERI TETEEAREERYFET,
o JI—TREMEEDNDHZAETH. MEDOISERLIZY IL—THERIZR RSN, E5—ERFI—REY
IR CETHEERREEAYET,
® AUTVIBLUNMTTEERDZEREHSL LIFRETRI—MREV OBEEZ L, F-RX4—FKR
AUERLIGE EEENBYIREEMLILELET, (P I72X(ERERMN)
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4. 7OREX1)T«

TOEREF2)TAE FEDT—EHIWNEITNARICT VL REREF OBEDL—HF—DHIZTIERER
OTVWET . THRARANDTIERELTIDDATIVIZHELTLET,
o BARADTIERFIFAERDHEH1—F—DHIRESH ., MEHEFT ORIVIRERIZH AT
RERIBFT CDAT VAN ARETY
® tXaTA4R)I—[E—THEBINTNS=ONALRIVET IR EFa1)TAHHERTEET,
TOEARREERTHAETFET IV RRICHLERMICEESERKLET,

41 FRAOHIR

411 O—)LR—XR[Z&BHTF VAl (Role-Based Access Control)

BEBEREICHERIN. AE—- TV RFY2 - T7A) TR RIGE DREICKYIBBRMNRA VT HATEEMH
BHYET , ChEHSCEOHICA—F —CLICRIRATEMEEZFHIRT 52 EMNTEET,

12 4E/ SR LS TopAccess T, A—H—FRRIMNSE T LI RICFIAN RIS TOSIRE(F T oI DA D ATREE
BYFET, FzEAE.B SAITRHLTIE—, TV, T7VR/NP F7H0X, B/VBE AEFIATTEE. ¥y, h5—
T IR TYMEIREIEEWS TR EMNTEETT,

A—H—EDO—LBE(A—HF—DREZEKL, EHHE, —B1—HF—HEOHRBHALENARETEEY)
[FEREEIN-T4LIM)F—2R—X LDAP (Active Directory 0 LDAP #8E) T{TLVET , 1= LDAP H—/\
—AHOMNLOE-STNEEMEO—ILELTHEBTAIELTEET,
A—H—REAEEERIALTREHICOT (U9 5L EEKIE LDAP H—N\—Ta1—HF—(CHohLHEYEHT
LBNTNSA—)VEREREL. ZTOO—/LIZEY B TONTULSEEHADT VX1 (Access Control List: ACL)
EFrvIl, A—F—ICEEHOBRERE~NDERFIE5AFT, A—LICEIYHTHIENTEL TV ERIER.
BEBDEERE/AE—E A—ILEE/IXBI7AIIRFIALEZ—2IbT7ORIERIZ7AV T RYIRITT7Y
RAIAZ—HH QE—/T)UR) ) E—FRFr2 USB FIRIMRTE. PRLRIRIES . O EHE%E, 20 HEMNEKETE
F9 . A—JLIERDFREICIE. BEFED LDAP H—N\—DHLH 51— —BHICT I REZEIY B THIENTE
FTDOT.FHRIT LDAP Y —N—2BEITIDENG REITHRET HEMNAIRETT , £, A—HI/LEREETD
A—/LDHRERL, EBENO—ILDERNTESESITHYET,

O-IWNR—-RICEB7 I AT
= o
AA
sfarenzO-)

SFarEhTuauno-iL

sFarenzzO—-)b

Mono\ { Color
Copy /\ Copy

SFalEhTuano-i

A
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42 O5FEHE~OT7IER

BEBOFEFRAOIMLEB IV —FEY TAZHERT B8, BE/ SR ILX° TopAccess HEMNLDIRIEET N
TOJELTRFTDENTEET,

A—H—REAAEFNCT B EITEY . BEREQE—. TIUM XX Y2 T7IR/IP T7VADEREE) D0
TA—H LI EDRBREICMATERERDOY ICDONWTHERHFTIIENTEET DT, FETIEROFRETS
NITONTWAIEERHETHIENTEET, MBL=AT 12DV TIE, 1/ SR JLAS TopAccess MHRBHZEMN
TEFETH. AV —RBAEENTSILITKY., 23705 F. a—F—BEDPaTaJ DHRIZENTEET,
Fro. A—Y—FHAEE/MCTHILIEKY, D3TOT ERF/FERTOUYZEZHNTE, EEH (Administrator) &
EEEE (Auditon) [ETRTOOT#EE T HIENTEET,

Ft=. 2O EF2)ToOTHEMEINTEYET,

4.3 BBIFEEE
4.3.1 1 —Y—FZREMEE
BEBANDTRET I EREHIET -1 —F —RBEAIMEEERELTOET , 1 ——REIREEEZAVSELUTD
SR A—H—EEEITIENTEEY,
® FYF/INRILDIBEEZEFIRYT HENTEET,
o HBORTEFROOITERADTILREFHIRTHIENTEET,
® 11— HY—HICRATESREQE—/TIVMNRFIYUIT7HRGE)EHIRTHIENTEET, (Role-
Based Access Control)
A—HY—BEIREATERTENTEET,
A—HY B TOhIUIEBETITENTEET,
BRI R ER EDRERENAIRETY
INRT—RZEAANTERHHYIZ Android E/ N\ JLEmFKRIZK S NFC #REZ ALV =R AREILAIRETT .

4.3.2 FEFEEARK
UTORIEAREYHR—FLTLVET,
® IO —KICKkBERE
® 1—H—ID//SRT—KIZ&kBEE;
- O—HLRBEE(EEHESNFELEITI)
- Windows kXA EREE (FRREY—/\—&L T Windows H—/\—%fE )
- LDAP Server Z{#>1=5R5 (RREE Y —/\—&L T LDAP H—/\—%fE )
PIN [Z& 5525
IC h—FIZ&k5ERE
IC h—F & PIN Z2Eo1-Z&RK:E:
Android E/ 1 JLifFRIZ&k S NFC BEREZ FLN-FREE
FERUC K BERE
Ef&E IC H—R/PIN #{E-1- —E% 33
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4.3.3 1—H—BIEICKHREDOHIE

BYF IR ERET HRICRIMBEEE R RS A ETREESIR T 52 LN TEFE T S LIC 21— —525
FHETDHLT.EEHOEREERIY QE— RF¥v TV IJ7OR) LI EEICRMEEREZ R TS D
DEIDERETHIENTEET,

434 1 —Y—IEROSREE
A—H B FIATER LV —BROBREEA LI 2EEHYFET,

1) HPERISOVTERK 1000 HFETRRLAATESIEATRTY . HARAKIZEX 10,000 21—
H—FTBHTEET,

2) TEICZBLWTTTITBEIN TSI —Y—BI AT LLEEETHENTEET FIRATESL—H—525
DRTLIE, —RICIESFIAIN TS T AL IR H—E X THS Windows 52EES X T L (Active Directory)
HEU LDAP TY,

A—H BN HEELTIE. F—R—FEnS ID E/SRT—REANTEIHEITHA. RILFH—K)—F—%HR
—rLTHEYRTE IC h—FBLUHSRH—FRIZHRELTEYET, £z, A Ta> ORMEBLL T, FIEKE LY
AT aEFEPIEAT-IEHER IC h—FTh D FeliCa/MIFARE/HID R EEFI AT A ENTEET,
CNICKYRRIENRRT—FORDOYIZEEHIERSNA TS
FeliCa/MIFARE/HID % EH—FR)—F —IZh—FRENIT T
T.KANZRALEERBENTARIEEICGYET DT, EE
BBEEARLHIEDI—F—RANGEDBMTIEEEMHEE
THIENTEET , FAREFTEHLGLETHRALTWSEBRED
FeliCa/MIFARE/HID/#t Bt EEZ T DFEFEEHTHRAT S
CENTEETHY . BORNTEATEIENTEET,

4.3.5 ;XX —FR)—E&E
A—ALEREEEITIME. FREDKIH/RRT—RRYS—F B EARETT . CNITES T, JYBML/ART—FEE
EFTHIEMNTEDLIIHYFET,

o RIENRT—FE

o /XRT—FHENHARM

® NRIT—FTOFEREEILTIXFINDHRE

& DOJAVERRIZKDOVYT7 I DEIECIFREERTE
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4.3.6 $EFEEELE

B —5 —THEABIENT —2%. HohLOBERICEFRIN TS EMEREREISLT. A—HY—
ERELT A ENTEET , Ff-, FEMEREEIC IC A—FFE(E PIN Z6FAL T 2 BREEEREITOJ 109 52EMNTE
Y, B —F —THRAMTHEMERE BAEHFETELEVI7AIL(TUIL— T =) [CRBLTEEH
DRABAN—DIZRBFEINFET , AFIC, EEH THRA WMo IEHERIIREL T IZHRET 570, FERUICET
SENEHRANRRT DEFEHBYEEA,

44 +SYXLY

441 EROTIZKBESYFUT

BEABTIE—. RX v T7IRIP I7VRLI=T—E2D M —HE) T4 MR T 5012, aE— A¥y> . T7
YRNP I7 DALz T—REER DY LRA T —RELTOATBRMELLICRTET HIENTEET,
BEMTIAE— AXvy  T7HIR/INP T7HREE. I7IRIP I7ORAZEFEIToEIRIZ. T—2FERD Y LA
WT—RELT. DadER(BE. 2—Y—R. I7MLE EERDOIITILEEE) LELITHEBDIEELIY—
N—IZREETHENTEET , ChIZKY . EEEHNSDIE—, RF¥2 T7IR/IP T7HVRIZKYIERMTAL
LI=FRIZ. BEF T BT EMATREE Y ET,
AEEEEREICHAT AL THEERIOBEBRMNRANT DILEMILET H-OC. AEREILT 74U TIXEH L
BoTWET, AEEEZFIRT B AL U—ERIVSZ7ITREL TR ELZER T IDENHYET,

4.4.2 BHERIZ KD 5VF2T

BAMTIE—/NRIE HLIXEEN —RXTEELINCTHHIZ I—F—LZPEBEOFERE. HAXEDOH
([CERF AN 5 EMNTEET,

JE—HABRIE A I7IRINP Z70RAEEICKLT, B, B, 1—Y—4% . Hh—F ID 238 FIMICERIT 5
LIZEY  aE—HA HRIH A F7IRNP I7VREED DI TEHENNDE AL ENSYRTTEHIENT
EFHEIITHYET,
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4.4.3 BFA—IVABHO X1 ToH#6E
\‘ \ ) T BFAAETIR MEEEREICHASN AL TET A LI HIER

| RLRELLY HETSHEEENIY T ST REABYET. O
NEBCEDICEFA—IILEZEBROEX 1T HEEEFIAT AN TS

y % 7,
\ T EARTREFALEEBOEF 1T AR T TEYHR—ILT
L\id_o

4.4.3.1 BFA— LB
SREEARELTIFAZEZETORIL (POP before SMTP., SMTP Authentication (LOGIN/PLAIN/CRAM-MD5/Digest-
MD5) . LDAP Authentication (LOGIN/PLAIN/CRAM-MD5/Kerberos) )& L TWET DT, £EDRYT—IZ

AHETCERTHIENTEFT,

4.43.2 BCC X {E#aE
AB—F YR ITTO REERLEFA—ILiEE LRI BCC TOIRLERMNAIHETT,
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5. FXxatorxa)Tq

BAEHMBADEX L) TAITHATRF AV MDD EF L) TAITDONTH, FATH AV ERITE>TRELFT .
MEBDHEICENTE (Bl EEHADIMYAH . RIF. EEHICESIE—/MRIH A, T7VRERERE DHE
MEIVTORILHIERERS) . BEROREXEEHEL TRELETT.

17

02 L2 il

010 e$a27An

'si‘. Scan
=
PC
FAX

51 HRltE¥a)7s

511 EXa7F ok

A—H— BB EMBE I, TIAR—FTYUNEFERTHIET, VAT UM BRK 64 H (BF. 7ILI7A
YREED) DINRIT—REMFTTERIT—22EEBAKRIZEET L EONTZERIT—2EEEHAAKD HDD
F1-1% SSD IT—EHIcBHEEh ., B/ SRILHD/ISRT—FZAALEVRYERBIARZ— L EE A,

Ffo, PRI EER AL R—ILR TV UNTSAR—RTY B LV T3V THAHATILFRAT—3Y
T ERTAHIET, Aa—F—([FHEERICOT (V% BEDEELERZSaTDAETFAR— T IO
NRAT—REANEFTITHNIERETITENABEICHYES , TUVEARSA D SHIRICIT 2R ERITEETS
BRIC, — =B LUNRT—FEERTILIIEET I LT BERDI—F—DIS54F7 o haVEa—4%
BLTWABETELA—F—%HIRTHIENTEET,

52, AT arTHHIEEME IC H—F FeliCa/MIFARE/HID HEICKZBIIREBELZFIRATIET, EAMKIE
ENRFUDEA—F—RBHADREEANETIC. h—FEHNSTOA TR A UBEEETSIENTE. BHD T
UNT—AOHEARRETSIEMNAREICAVET . AT AU LI AT, B ARELLIC. BREOHRIT—42%8E
BICHE ASEDTELTEETT  TIARN—bT) Ui, R— LR T YU REFIIZERET D EBAEETT
COESIIMANICRONTIAGVEEXEEZRELVYERIT5EEITIE NRT—FFEDQT7A) TRV REME
ALY, TS5AR—=LTY UM=LK TIUNRIVF RT3 T M ERT 5 ENTEET,
EBENRETHLT. TRTODITHICITY)—RENTIZT AR —bFa— K= ILFFa2—  HBLIET
IWFRT—2avFa—ITl oz ARGESN TG, ) —ALFZWEEIZY)—RATEET,

Fr AT ABEECTXEL/1—F—LZERRITTEHILET, EFXa)TAHERTEET,
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5.1.2 HELENRI

HAENR (& 7)) > MBI ZAF BRAR o L S 2 —> (HIER Y b XA—2) FBHAD T EICKY . FOXEEFOE— L5
BIZELXENZEHEILICEY. MRISN =B XED X1 T 4L L TREIE—FE T 20 ENHY.
MXEICKDFERFAVEH LT DHEETT,

Fz. T3> (GP-1190A) TlE. FEIE—HEICMA  FEIE—F L& FRSVF DT D ATRELRYET
TYVURARSANIZEYHBEIRIDFREEZLTT Y MEITIZET, EIRIXEITHIR (AR Y /33 —2) DS
NERIENET , COMRIXEEIE—T 5L [COPYIELSIHLMLHERELTHIXFENFNU LAY, FIED
E—IZ&BERBAIVEMILETERLSICHYET , ST —H It EREE D U E A TEOHRIYEIE —,
T7IRNP T7PR A¥vULESELIGE . COMBERET HE. AE—  T7IR/IP T7VR AX v DEE
NELLET DT, EXED X1 TAEHBITTFEIIENTEET , FIOHRIMMNREBIN TV IHELEE
2. ZDENRIMELF T3> DI D7 EE>TRI YU LB T —2E BT 52 L&Y ENRIM A ERL/HE
HENF-BOERINDITHEAITRIZE ITEDISA 7oAV E1—2THERLITE DEA#THE ALEMIEWSTE
H|EFAHHEDELIILT, AVE1—4EELIZRRLET,

52 RX¥XvoT—AtFal)T4

521 NRRAD—FETPAILTRYHR

HEARMAIAD HDD E1=[% SSD [Z 64 HID/SRT—RZEHRELTIFAIL I RYI X%k
BT BDIENTEFET , COT7AI) TRV RICRELIZT7AIVERIE/ARIILOSEIRIL
=Y. 9ZA4F7 b2V EaA—ED Web T50FMoDH LRAIILRRAOREL/ART—FIC
KBT U ERFIREMNF=YTBHIEMNTEET . RYIRAD/IART—FRIE NRT—FRY>
—%EATEET,

5.2.2 PDF 71 DtFxa1) T«

5.2.2.1 K551t PDF
CDHRRIFRF v FICHES 1L PDF Z:#IRYT 52 ET.PDF FHXat b/ RRAT—R TR

PDF EL. FFAAVMDBESIECEEDFIRETICENTEET , PDF RF1AVMIEFLE
PDF Z2BKf=0DIRT—K(A—HF—/SRAT—R)EZAHNTEHIETRRTTEET  BEL
AL, 128bit RC4. 40bit RC4, 128bit/256bit AES M SBINTEET , IREDHIFBIL. EN
fil-XEDER-NEQHE -7 EVTAENTNICDONTHRET HENTEET, #l
FROFEEFERIE/ART—F (YRR T—R) IC&YRESNTVET , COEEEZFIAT
BHIETPDF RFaAVRERZEELEY AN —ZHEINYLIIBETH, NAT—FE/H5
BOANEIT—2EREHIENTEER A Tz, BEMLIz PDF FFa AV O R IELEIRIA R
SAGENGHLRETHIELTEET,

5.2.2.2 BFEATEPDF

PDF RFaAVMDBRESAMBLEPEARRIET S LEBMELI-. EFEL[E PDF J7MILEERT HIENTE
Fe.EFBRICHERTIAAEE. EEHNTERTEIILLTEET L. FEDIBAELEAVR—MT5HILLT
BETY . BEARIL EEMNTERLI-EIAEZER T 51546 RSA2048 TEREINET,
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5.2.3 XE4,.1—F—aDHEL
a7 DIRBEOT ZEIE/ SR ILAS TopAccess [THRTRTHF. XERPI—H—R . FEAFE *"TRRTHIE
MAEEETY .

53 J7ORNP IFPHORZET—LERE
KRB, EZEE. D79RINP D709ANZESIN., RSN ETEBFERDFTANVTRIRINHYETMN. LLTD
HRESREAITOCEICRY B BFROBAWVERHIELET,

5.3.1 F7VRIIP J7H AT 2 EHEE
EHEEICKY. . BAZLORMBEZ (BEZEEZEDICTI) LR THI (BEZEEDT—F) OREETHILT.
BRI EOETEIRENTEES,

o HYE—F HEZEHENEUT, ZIELELT—2EAHNICERINDIREEHELET.

o EME—N HEEZERENEUTHIN. RIEELLT—AIHMRIINSKELFELET,

HEZEAEME—FPIZRZEL-T 2L LTOE2AIVS THRIESNET,
o ABHYE—FPIZ/NNRT—FAAIZTHRI,
o EHME—RAYIVEDOYRRIZBEIERI,

I7 I AR— LR BEN BN LG O TGS, T7 IV AME R B IHMEBLEE A FEAKREREDR T Da—L
DEEESNTNTH, I7IRR—ILFEREABIGNIE, T7IRFR—IILRFa—ITB SN ET,
BEZEADNT RIS RELERET 408H5E . KR RLDTRICRET —I0HHEDAvE—D
ANE Y (- 3N

RET NI RTHRIENSET. RET4HYDAVE—VIRERAFEA. BEZEADHETFRHICRELE
RIET—ADHIEEE. T2V TEREEET . RIET NI R THIRISNSFETRIILET . RIET—%
AHHRET, RU—TIKEITHE-oTHT —ELED EFRATLTEY RIET—4MHHKRE T, R—/\—R—TIKfE
[CHgof=1H & &, T—5 LED [XELTLET,
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5.3.2 779 RAR—ILF#RE

T7IRR—ILRBEBESR B FITOCLICKY T7IRIP J7IRRET —ADEERBRORBAVERRELES . 777
AR— LR BEEITOVWME S L Y—ERIV D= 7AFMICTEET O T Y —ERIVO=TIZERLEHE
{fZELY,

T7IARR—ILRBBEE BT HE. T7VRNP I7 IR TRIELI- T —RILEIZEERD I7 IV RR—IILFFa—IZ
REINET,

VBRI —Y —TH D Faxope’1—H—, £ LL[X"FaxOperatorA— /L&t 5 LI=— 21— —HT7HR/IP 7
FORTZIELIZT 3277V RR—ILREFa—D o BT HIENTEET , EIRHRIEIZIE. [TUVRRE2U 2R
LT. IAR—ILFEIRI (D75 R) 1%8IRLET , “FaxOperatorO—JLIE, BEEDRTEIZLYEDI—F—IZELE|Y
LTHIENTEET,

T7YRBR—ILRBEBEBRRIBFIC. T7IRIP D7V RRET 20 H LB L. KR/ RILOTEIZRET—20%
BEDAVE—UMNKRREIN, RET—2HYD LED ARLTLET,
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6. MESHHE~NDH

6.1 H¥aUTUFDRE
B — 77— LY 7 ISBBHAR RSN B S EE LS 1T/ SOFETRBLET .

6.2 Windows ZX&R&L=2ILxT

Windows xR ELT=R YR T—OBI DAL JL R (T —L) ~NDREZEAS Web H A (TopAccess) EFEHLI=RE, 512
USB ZBLTHEERIZBATEVAMILADIRIAHYET , bl LTI BUGEF 1T xR ZHE LS
ETYRIZRIBTEET .

Fr-. BHOBEERKIE Windows ZXRRELIZRIYNT—IBITILDIT7 (VAILREF) DEEEZITEH A,

6.3 OSS DifiFHH

BEHIE. WO DA—ToY—R(0SS)EFRALTHYET M. ChoDAASNIMEHMHEICE. ERFELT
BYFET, 2MDOIEEMHELT. VOR YA VIIRNTH—Dx)  JARYARRIYT T4 . SQLA2 DI
32,08 AU DI I avERBYFIN . EERIEINLDRBHEOMENESNTEYET .

6.4 USBHR—FOSRAICELT

USB ZBLTRATHVMILADXRLESN THEYES , USB Direct FIRITIE, Z7MILEEIRIT—2ELTDH
TS, FzEZTFAIVIZRILIIT ORIV TN EEN TV ELTEH, BGHEI T S—(Z12 51217 THY .. <L
IT7RRV)TEMNEFTINDZLEHYFELE A,

Scan T USB AEVIZREFET ZHE L. EEHAINDS USB AEYIZT7AMIVEEZRALTETTHY. USB AEVAD
RILIITHBMET B LIEHYFEE A

L1zA2 T USB ARUADTILDITRRI)TEARETINDZLIEHYEE A

[ — ':;J—L =
USBH ezl
USB%J&U—lzﬁﬁ

-

B .-» e .,

6.5 EBFAI

BEEHIZITEFA—IEZIELT, RFI7AILEHRILI=Y ., I7A4) T RO RIZRELEY T BH#EENHYET,

A— L ZEMEETIX. A T7AILIE IRIT—2ELTDO ARSI =0 =EZRAT7AILIZRILO T T ORHY TR
MEENTWELTE, BB IS—ICREEITTHY. YLD T PRI TIARRITINIZEEIHYFEEA,

6.6 HA/\—K BT
REMRAFE L F—D X1 TAHFADEMEIZE T, SHESHICHL THAN—KETHEERELTHY
FY, XAV TAEMARDE IS AN—KEICHL T, FELGNEZHRELTEYET,
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6.7 Y—ILIZKBHEHEHEE
MESBHERF Y F—ICEBBEDL, I7OU T Y—ILEFERELERLTEY . BESh =B S FIERELT

6.8 TJ7—LIIT7OHRZARIL

L EEHICIE, B, LLEBRERICEREICLHRET. BEREFET 57— LI THARTAINT
WELWNESHIRIET DA T TAF TV IMBEE R >TUWET . COMEEIX. EBEEN T 7—LDITT—H2D/N
V¥ AEDREEZEITL. /A A BEA—BLAEWNMES (E Y —EXRI— L EHL TEABDOEFEEIELET . 7
F—LIITETYVI T T BEEE. J7— LI TICEFELNFMEINTEY . EFBLDORIAZTOTHD
AV AP—IVEEBLET DT, FELT7F—LIVIT AV AR—ILENDZEFTEVVER A, e-STUDIO5525AC
Series. e-STUDIO5528A Series LD #IETIEL, TPM Z{EofzF 27T —MEREICHIELELT=, EENFFIZITS
ATTITAFIVID Ny 2 {EZE TPM TRELFEFT DT, ILITRLITHYFEL,

69 TFVUFTILIIT

e-STUDIO5525AC Series. e-STUDIO5528A Series LAEDEIEMN D 7o F T IL 7 HEREICRIGLELT=,
REHARTAN) ARV I 7R R Y—ILERBEHTHILITEY  RTA M) RMIEFINIZEHROETED 21—
WU TEIENTEFEADT, EEZARFMDTILIIT THOTELRITERBTHIENTE, THBRRAD
RELT . ERITIIIVDEHFELELRETT,

Program A
Program B
Program C

#t\}
=L g7

@

Whitelist
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7. Y)a—avF5vhod+—Ltxal)T4

7.1 e-BRIDGE Open Platform #¥%a!) 7«

e-BRIDGE Open Platform TAZZ ¥+ ke (473> :GS-1010) B L USSR E 4% /‘j
fe(# T3> :GS-1020) (Embedded Web Browser+Web 4 —E X 2—TJx A/ R) % . BRIDGE
HR—FLTEYET . BERD/NRIVIZEEHIRT 5N TED L —H — R EEE

FIATAHILET. NoDEREDEFA)TAZRDIENTEET  F-AFvUARER.

RESNBET I BE=ZFITRAVLEYBRSASNFYLLGWNKSICRELET,

PR B 1 —H —EREIRF . SREEL7A0 V& Embedded Web Browser KU AZRF v HEEEF AT HILIETE
FtE A

7.2 ARFZ7IIV—arIS5yror—L

A7 T)r—ariield EEHICEBMOT T )r—avEA U AR—ILL, 5 EHICE W TEMD#AEEE 1T
TEHEVNSLDTT  EEHORNBT T ) —La eI TR RREAZHATHY. PEFDEAHERELE
ER

7.21 AV AL—)LEIHE

AB7 TITr—2av DAV A= LET AV RA—=)LIE, BB
E-H—ERIVOZTLHEREHOEEEROHL1—HF—D
HADTICENTEF T EEEROLGNI—HF—(CLDHIVXF
— LN TEBVKSICHIHESN S0, EBEOERLLEWT S
Vir—arMEEH ETEMET ST LECIENTEET,

722 FI)r—avnyr—S OB EEFIvy

N7 TVr—23v 07T r—2av AV AM—=SIERETYY
[CKYBRINzNNVT—DDHNEERICAO X —LATEEE
B TWET, TNz, B ATz S —0, REALGER
EIZKVIERESNIz T =S ED RERT T)r—arht
BEBIZAVRAM—ILENDEEREET,

7.2.3 7FVr—avBifeea——#ER
BEBONRRILTEET DIRNB T TV r—avE—Ra1—Y R ELEBE . EE6#O0—LA—R1—H—
R &kY A ——ICEZONIAEREBZ R EETERVLSICHIEINE S, Z0 120, EEEN—HRI1—
—ISEFRILTULVEWNMREL N T T —2a BB TRITSNSLEHEFT,

7.2.4 A7 T r—av o5k

N7 TV T—2a D TEDRT7A AN —PIEHEICA SN TOET . EROAB T TV r—arhi(
DRAR—=ILENTHEETEHE HEDT R T BT I ERIETEERANDT. B 7T Ur—av ARL—U NICHE
BT —NRESNIGETLRLICRESINET,
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7.25 EEBLART ) r—a B O SR

NET7 TV —a b EEHDIT7A VAN —DFEEICH BSh . EEHICRESW-BET—2ERET7 T
r—avhbIEERSRBETEEEA,

ZFD=H, A—F—IRAT—FREDBZRT—IDAB T TV r—avICkVRAWT A2 LEHYFER A F-. 7
TUr—2avhbDEST —2DREIX. ERO—ILA—R1—H—RELVEIEEINEZD T, ERULEDT
—ADNSH-BIESNDILEHETET,
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8. UE—FATFUR

8.1 e-BRIDGE CloudConnect ®Dt¥1!)74

e-BRIDGE CloudConnect [&. &R DE SN DX ESN-IRBNIFR

.RE-HEEICIELET, ‘ ‘  BRIDGE CloudConnect

e-BRIDGE CloudConnect (&, 7547 bavEa—4noT 504 @

LY HTTPS (B —/N\—885E- B 5 1b) TPVt RT 5D ERLCIREZRAL

TWEFT L BEERALSILIARETET . M D. 7V EREEY —N—HEDHS e-BRIDGE

CloudConnect H—/\—IZRET HET, FERBITEWL X TIEZERHLTVET,

e-BRIDGE CloudConnect Tl & #MN Y —/\—REHREZ 1T LT, 71X 93 % e-BRIDGE CloudConnect

H—N—DNAEAMTHDHIEEZHERL. T—FERIETEH—/N\—DEIO, Bot=Y—N—CT—3%&EETHIL

DENCEEHRLET  SOITERETIT 2B HLT. BE-FAV-ITALLTFY  BEH -T2

RLTWET . Tl REAVTAHA—2a0 VRT LKA R #1IC LD X2 T2 WE EHMNICERL. &%
BELTWET,

e-BRIDGE CloudConnect TKS1E#RI&. ZEDEEIKR (FIRAKBGEDN I 2E. FEDEEFKEHER. H

FERONXMBFHICETIER. FEORTE -AET—FLLERE BRFITHOMDEZT A EITTT  BEHRDFF

AAVMERIE—TRVFRADT. COVRTLEEATHETEET 3. I7IART—R AF v T—4H%}

BITRANWT AZLEHYER A BEROEBICE DT, Y —ERARMENEEHA. BLEERET HENTE

FIBRAEEIIOVTEH FHREF L) TAIRD AV DO EFIZE 1ISO27001 [TEMLIZ AL AT LOEREF2

JTFARO—ICEDETERBELTVET,

Ah—tFa)T4REIFELELTE, e-BRIDGE CloudConnect Z{#EHAL T, X2 T4/ FDEIEMNTTRETT,

LA
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9. U3 EH

9.1 e-BRIDGE Cloud Login ®t¥%a!)7+«
e-BRIDGE Cloud Login [&. BEHDENAILTNARAPOVE1—4ZFIAL T, RZHEAHICIVA—ILE
NE=RET7 TV r—avh b BEHFDFALTVSITIRY—EX~ADORYT 1R E . REITITIVTR Y —
EXTY,
e-BRIDGE Cloud Login [ZHT5E{E &, BHEEHN IS4 TUNMIBEEH -RNB 7T r—avhiolh
FIATEY . HEMEIL 256 Evh ECDSA AR TOREEL. IoI2 BERDENSILT N/ RPaVE1—42E(F
2048 EVhDIEBAEZEEST- HTTPS BEIZLY . &L X T1EERLTLET,
e-BRIDGE Cloud Login Tl&. 8F#HRDEANERS SUVFFAVMERE . —UIRVEF A,
COY—ERTHRSIEHRIE. RDEBYTT,

® TFUtREM

o HAWDETIA

o HEKDIITILES

o 7JUs—i3viD

o :AFa—Fk
NBFEAERET HEREEATOERA F-. ChoBBREBIATLILEHYFEA
Fl. BEROENAIILEFOIVE1—2M D A SILI-FREEE#HRIE. e-BRIDGE Cloud Login ##HLEE A,
e-BRIDGE Cloud Login I&£. AWS (7Y > x7H—EX)ZFALTEY. ISO/IEC 27001 (IR tEF1)T41).
ISO/IEC 27017/27018 (U5 R H—E RtFal)T4) FIZERMLTLVET,
FFLLIE AWS DY A ESRL TS,
https://aws.amazon.com/security/
Fro . RZA T A3V D RTLABR S ]I LD X1 T2 HEEHMICERL. REMETHELTOE
ER

939 RY—ER

FOeARMEDER
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https://aws.amazon.com/security/

9.2 e-BRIDGE Remote Assist Dt¥al)T+

e-BRIDGE Remote Assist [§. R 2ICEBEHRDESHOBREBEZZRMOF—EXDNS)TILEA LITIEET S
WEETT,

e-BRIDGE Remote Assist (&, 7547 b Ea—amn TS0 HERALHTTPS (—/N\—Z25L -5 1) T7 Y
ERTEOLRICEEEFEALTVET,

BPERODEEEISTIERED Y —N\—~EHT HIHE L. Y—E RN EHLIZ R FEE BRI IRME/ AR
LB ANT B EITE->THIEEN  BFICHBALERMNFIRSN S ENE NS, FRICHEL X T1%
EHLTWET,

e-BRIDGE Remote Assist Tl&. E&#MNY—/\—REEHREZITOE T, 7V 1R $ % e-BRIDGE Remote
Assist F—N\—IKYTHAHEEHERL. T—FERET 2 — /N —DFHO, Bof-—N\—IITF—5%EET
BIENBNCEERERLET . SOITERETET —HERBELL T BE-RBAL-WSANLSTY  EHE- -T2k
ERERLTVET,

e-BRIDGE Remote Assist TR 15 (. EEHDIREBEREICHIDOIEBRT —21ZITTT . TD1=5H . EEHN
DEEHDORF LAV MEROTRFLRAREE DT —RE—HEVWVFEEADT. COVRATLEZEALTLEET—
BIFIRT—R AX YU T—ANNERICRANT I LEHYFERA. BEHOBEICEOE, —EREIMSE
¥ e-BRIDGE Remote Assist #BEX BXNIRELET . ERABEIZOVTE, BHREF LV TAIR DAV DO EE
1Z# 1S027001 I1ZEL=AL AT LDEREF ) TR —ICEIDEERBELTUVET,

HTTPS & WSS

=
|
Internet Firewall Q@

AL A o ) H-F2
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9.3 e-BRIDGE SKY Suite Dt%aY)5«
e-BRIDGE SKY Suite [, JE—FT. WD THEITET—ARTNARADT I EAPEBENAIRE, AR NMOERHZ
HIE T 52 TEBMELKRIBICHETEET,

e-BRIDGE SKY Suite [, 1§ ¥ 1) TAIHR DAV XT L ISMS(ISO/IEC 27001) FREEZFERGLI- Y A+ T:&E
FAENTLVET, e-BRIDGE SKY Suite M —E X#(E, Microsoft Azure EIZHERENTEY. T—2tE24—D+t
Fa1)T41F Microsoft Azure IZ& > TEICRFIRI-NMTVET . T—EIR—XD /Y7 vT &, Azure HMiRET
B\ T THREEFIRALTEY . N\ I TYvTT—RET T Azure I*JG)ZFb—*/I FES 1k (AES256) SR E
ENTUVET T BHMNERICADFEBEFAZTIER(EE. T—2AN—D  AEY 74V EREL
THEYFER A BRDRIT HI9TVR—ERTONRITH, %@%‘J(:E’D%ﬁ;ﬁ@&&ﬁi?‘:liﬁ*ﬂﬁi’&ﬁﬁ]l:%ﬁﬁ
LTWAIExMERLTLET,
e-BRIDGE SKY Suite ® 11— —23E(d. Microsoft Azure AD B2C ZFIFAL TLVET,
Microsoft Azure AD B2C [&. Microsoft A\ 2#t9 % ID EEEHE T OpenlD Connect(OIDC)#FRAL T, 1—¥
—FREIZT IV —2auTH AL SEBTENTEET,
1—4H—h'e-BRIDGE SKY Suite #t L TT—RIZ7VERT BIGHE. TATORET—RIE HTTPS FAkaLE
ERALESESNTOET . AHE. HTTPS THWSTBARIILIE TLS1.2 LIBOAYR—ILTLETS,
e-BRIDGE SKY Suite Tl&. RILxT7 (BEDHDVILILT) VML A TOMDBRNOV AT LERET D
1=8IZ Microsoft Defender VA LA FEZEALTNET , AN—BEHIRESNIGETH, B ERIZKY
HRGER SN AIBEELBY T AV DBREOCT IO EHLEDERBAVEHLELET , T YAN—KEITEK
BEXx2)T1IRIADRELL T, e-BRIDGE SKY Suite DNV IURY—EREERT 5 V—R (H—/3—%
T—AR—RE) [E, REARYET—U (VNet) TIUF—Rubh oo gich, EET —2F(CEET7 IV EATEGLL
SICRESNTVET,
e-BRIDGE SKY Suite [, HZ AT+ A—2a P AT LAAMASHICLSEBHEEZ))—ARIH IV EHH
[ZEEL, PATLDREMEZKBEHERLTVET, M55 1EZErY—ILIE. 'Micro Focus #t Weblnspect1d & U
[Rapid7 #t InsightVMIZfERL. Web 77— a4 B DIESEHEZHEERLTUOET . £.SQL 1>
DIAVRYIARYACRIT T4 T %#IELDHET S Web 7TV r—2aL DHfisEHER N EBE RN - FHEIL T
Web YA +&5F570E . Web 7T Ur—avBEH D) ROEERT 51=812. WAF (Web Application Firewall) &%
BELTWET,

AA"DKRIDOUOE OAY oUlte
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9.4 e-BRIDGE Global Print Dt¥al)7+

e-BRIDGE Global Print [£. BFHRDENAILTNARPaVE 21— 5, EIRILIZWORF 2 A RNEITIRS—N
—IZ7YTB—FTBHILT, BERDTIIL—TRIZRESN-RZHEEHTHNIL. ECHOTHHIRITESYS
DY —ERXTY,

e-BRIDGE Global Print [ZET5EE (. H—/N\—EBBHRDENSILTNRAROAVEL—REDEF. —/\—
LEEHEDBIENDELLE . HTTPS @IE(TLS v1.2) ICKYUEWWEF 2 TAZEBRLTLET,

e-BRIDGE Global Print Tl&. Google 7A k., £f=I& Microsoft 7hH 2 bEFLVz OAuth2 2k 5EREEF1T5C
LIZEY . BDEF A TAEENOT VMR ZERIISE TLETS,

e-BRIDGE Global Print Tl&, BEENH LM CHHFHTLIZEHFI—RICEDINWT, Y—N\—(BISIT-EEHD
HDER T HENTEET , TNITKY BIISN TUVVRWMEERD Y —N\—iEiR T AL EHYFEE A,
e-BRIDGE Global Print [&. Microsoft Azure LIZER SN TEY. T—2t22—DtF21)T+I& Microsoft Azure
[ZEOTEIZERFITRI-NTULVET , Microsoft Azure &, 1ISO 27001, ISO 27018, SOC 1, SOC 2. SOC3.
FedRAMP, HITRUST, MTCS, IRAP.ENS Z&T S HDRBEICEML TLFET , FHIZ DLV TIX, Microsoft
Azure Web Y/ bDTEE URL ZZBRL TS

https://www.microsoft.com/ja-jp/TrustCenter/Compliance/

e-BRIDGE Global Print TEHIRIEN AR F 1AV MT—421E, BEELSINT-5Z T AWS (Amazon Web Service) S3
ICRESN NS TIERTHILETEEFE A AWS (&, ISO/IEC 27001 (1E#HREF2)T ). ISO/IEC
27017/27018(U IR H—E XX T1) FIZERL TLVET, F# LI AWS DY A FESEBLTZELY,
https://aws.amazon.com/security/

e-BRIDGE Global Print

Azure AD

=7m=
Bt

Nl <37 API
=l (‘EIE. ENRl)
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https://www.microsoft.com/ja-jp/TrustCenter/Compliance/
https://aws.amazon.com/security/

10.3:%

10.1 EEBEKHE

10.1.1 ISO/IEC15408
T ISO/IEC 15408 (1E#RtzF 1) 75 M) (X, CC BRFLELMEIEN. IT HEDEF) To158EH
& . H J:Unng?fuﬂﬂﬁ nu..\nl—tj—églﬁg—%iﬁ%f%l‘)s ho)nll..\nl—téﬂy L/f" IT %Dﬂli CCRA(Common
J‘- Criteria Recognition Arrangement) [ZIIEBL TS ZLDERIZEWNT, ZDF ) T#EE. &
Nl e

BENRHONTEYET,

EAL [& Evaluation Assurance Level D& T, FHEDHNBZRIET HLANILTY, sHE DR EGS IT WA, EAL
[CEBZBINARITH > TEESNFET EAL D LEGELARVETHRLARNILDFMABTESATRYET, 1=7ZL
EAL [ZtEFaUT/DBEZTT LD TIIEL, HLETHERNBDRSEZRT LD TY . EAL wbm)banﬂﬁﬂ%cb
TXATALRNILDOFEEFIDT LE—HBELERE A,

LoopsLP50 Series 1. IEEE2600.2 [Z# & L1= EAL2+ALC_FLR2 TRRAEEEBFLTLET,

e-STUDIO5015AC Series $ & U e-STUDIO5018A Series. e-STUDIO7516AC Series. e-STUDIO8518A Series,
e-STUDIO5525AC Series . e-STUDIO5528A Series TIl&. HCD PP v1.0 (Protection Profile for Hardcopy
Devices 1.0) [T & LT- CC BBEEEMBLTULVET,

HCD PP V1.0 &l&. B D IT ¥ 2 TR TH S IPAGRILITBUE NFHR IR HE HEHE) & NIAP (National
Information Assurance Partnership) 8 KU B KD TIORIEEEALS —B BN ER TERLI=TO2IVIEESH
DBFFREDT=-OD X 1) T+ ERZRBLE-XETHY ., TORIIEEHICBELENDIBZL DX 1) T8
ROESDEHI/HAESNTOET,

CC RIEBARR

HiEs

gl

URL

Loops LP35/LP45/LP50

2017 4 7 AER4S
(IEEE2600.2)

https://www.ipa.go.jp/archive/security/jisec/s

oftware/certified-cert/c0566 _it6624.html

e-STUDIO2010AC
(SYS V1.0)

2019 £ 3 AM{F
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0629 it8689.html

e-STUDIO2515AC/3515AC/4515AC/5015AC
(SYS V1.0)

2019 £ 3 AM{F
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0633_it8690.html

e-STUDIO2518A/3518A/4518A/5018A
(SYS V1.0)

2019 £ 3 AM{F
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0631_it8692.html

e-STUDIO5516AC/6516AC/7516AC

2019 £ 3 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0632 it8693.html
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https://www.ipa.go.jp/security/jisec/software/certified-cert/c0633_it8690.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0633_it8690.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0631_it8692.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0631_it8692.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0632_it8693.html
https://www.ipa.go.jp/security/jisec/software/certified-cert/c0632_it8693.html

HiEs

gl

URL

e-STUDIO6518A/8518A

2019 £ 3 AM{F
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0630 it8691.html

e-STUDIO2020AC
(SYS V1.0)

2022 £ 9 AWMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0756 _it1791.html

e-STUDIO2525AC/3525AC
(SYS V1.0)

2022 £ 9 AWMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0757 _it1792.html

e-STUDIO4525AC/5525AC
(SYS V1.0)

2022 £ 9 AWF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0759 it2808.html

e-STUDIO2528A/3528A/4528A
(SYS V1.0)

2022 £ 9 AWF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0758 it1793.html

e-STUDIO5528A
(SYS V1.0)

2022 £ 9 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0760 it2809.html

e-STUDIO2515AC/3515AC/4515AC/5015AC
(SYS V2.0)

2022 £ 6 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0746 it1798.html

e-STUDIO2518A/3518A/4518A/5018A
(SYS V2.0)

2022 £ 6 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0747 it1799.html

e-STUDIO2020AC
(SYS V2.1)

2023 £ 2 ARF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0774 it2810.html

e-STUDIO2525AC/3525AC
(SYS V2.1)

2023 £ 2 AWRF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0775 it2811.html
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https://www.ipa.go.jp/security/jisec/software/certified-cert/c0746_it1798.html
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HiEs

gl

URL

e-STUDIO4525AC/5525AC
(SYS V2.1)

2023 £ 2 AR
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0776_it2812.html

e-STUDIOB527AC/7527AC
(SYS V5.1)

2024 £ 6 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0812_it3849.html

e-STUDIOB529A/9029A
(SYS V5.1)

2024 £ 6 AM{F
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0813 it3850.html

e-STUDIO2020AC
(SYS V5.2)

2024 £ 6 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0816 _it3855.html

e-STUDIO2525AC/3525AC
(SYS V5.2)

2024 £ 8 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0817 it3856.html

e-STUDIO4525AC/5525AC
(SYS V5.2)

2023 £ 8 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0819 it3858.html

e-STUDIO2528A/3528A/4528A
(SYS V5.2)

2024 £ 8 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0818 it3857.html

e-STUDIO5528A
(SYS V5.2)

2024 £ 8 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0820 it3859.html

e-STUDIO2021AC
(SYS V5.2)

2024 £ 9 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0825 it4874.html

e-STUDIO2020AC
(SYS V6.2)

2024 £ 8 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0821 it3860.html
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HiEs

gl

URL

e-STUDIO2525AC/3525AC
(SYS V6.2)

2024 £ 8 AMF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0822 it3861.html

e-STUDIO4525AC/5525AC
(SYS V6.2)

2024 £ 8 AMfF
(Protection Profile
for Hardcopy

Devices 1.0)

https://www.ipa.go.jp/security/jisec/software/

certified-cert/c0823 it3862.html

10.1.1.1 JCMVP FEE

W ITBUE N B IEHEERSE IPA) [SE-TITHN TLS BBEFED2—/LAY JIS X 19790(ISO/IEC 19790) (=

BEYH_EERAT HHETT .

BERICRESNTOSRESTILITYXLNELLEESNI-EHERSN, LT IPA ORI AMIZEFSA T

EX I
AES FEEEY A
HiEs HRES URL

e-STUDIO2010AC 47(A) https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO2515AC/3515AC/4515AC/5015AC mi#47
e-STUDIO2518A/3518A/4518A/5018A 48(A) https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO5516AC/6516AC/7516AC mi#48
e-STUDIO6518A/8518A 49(A) https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
(SYS V1.0) mi#49
e-STUDIO2515AC/3515AC/4515AC/5015AC 71(A) https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO2518A/3518A/4518A/5018A mi#71
(SYS V2.0)

72(A) https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht

mi#72

e-STUDIO2020AC T4(A) https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO2525AC/3525AC mi#74
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A 75(A) https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO5528A mi#75
(SYS V1.0)
e-STUDIO2020AC 81(A) https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO2525AC/3525AC mi#81
e-STUDIO4525AC/5525AC 82(A) https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
(SYSVv2.1) mi#82
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https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#49
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#71
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#71
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#72
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#72
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#74
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#74
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#75
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#75
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#81
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#81
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#82
https://www.ipa.go.jp/security/jcmvp/verified/aesval.html#82

HiEs HRES URL
e-STUDIO6527AC/7527AC 92(A) https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO6529A/9029A 93(A) ml
(SYS V5.1)
e-STUDIO2020AC 95(A) https://www.ipa.go.jp/security/jcmvp/verified/aesval.ht
e-STUDIO2525AC/3525AC 96(A) ml
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIO5528A
e-STUDIO2021AC
(SYS V5.2)

RSA FER2I) Xk

HiEs HRES URL
e-STUDIO2010AC 20(A) https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO2515AC/3515AC/4515AC/5015AC ml#20
e-STUDIO2518A/3518A/4518A/5018A
e-STUDIO5516AC/6516AC/7516AC 21(A) https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO6518A/8518A mi#21
(SYS V1.0)
e-STUDIO2515AC/3515AC/4515AC/5015AC 43(A) https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO2518A/3518A/4518A/5018A ml#43
(SYS v2.0)

44(A) https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
mi#44
e-STUDIO2020AC 45(A) https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO2525AC/3525AC ml#45
e-STUDIO4525AC/5525AC
- STUDIO2528AI3598 A/4528A 46(A) https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO5528A e
(SYS V1.0)
e-STUDIO2020AC 52(A) https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO2525AC/3525AC ml#52
e-STUDIO4525AC/5525AC
(SYS v2.1)
53(A) https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht

ml#53
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https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#20
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#21
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#21
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#43
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#43
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#44
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#44
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#45
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#45
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#46
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#46
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#52
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#52
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#53
https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html#53

HiEs HRES URL
e-STUDIOG6527AC/7527AC 59(A) https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO6529A/9029A 60(A) ml
(SYS V5.1)
e-STUDIO2020AC 61(A) https://www.ipa.go.jp/security/jcmvp/verified/rsaval.ht
e-STUDIO2525AC/3525AC 62(A) ml
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIO5528A
e-STUDIO2021AC
(SYS V5.2)

SHS #ERYRE

HiEs HRES URL
e-STUDIO2010AC 31(A) https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO2515AC/3515AC/4515AC/5015AC mi#31
e-STUDIO2518A/3518A/4518A/5018A
e-STUDIOS5516AC/6516AC/7516AC 32(A) https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO6518A/8518A mi#32
(SYS V1.0)
e-STUDIO2515AC/3515AC/4515AC/5015AC 56(A) https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO2518A/3518A/4518A/5018A ml#56
(SYS v2.0)

57(A) https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
mi#57
e-STUDIO2020AC 59(A) https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO2525AC/3525AC ml#59
e-STUDIO4525AC/5525AC
- STUDIO2528AI3598 A/4528A 62(A) https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO5528A ez
(SYS V1.0)
e-STUDIO2020AC 65(A) https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO2525AC/3525AC ml#65
e-STUDIO4525AC/5525AC
(SYS V2.1) 66(A) https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
mI#66
e-STUDIO6527AC/7527AC 72(A) https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht
e-STUDIO6529A/9029A 73(A) ml

(SYS V5.1)
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https://www.ipa.go.jp/security/jcmvp/verified/rsaval.html
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https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#32
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#32
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#56
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#56
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#57
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#57
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#59
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#59
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#62
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#62
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#65
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#65
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#66
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html#66
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html
https://www.ipa.go.jp/security/jcmvp/verified/shaval.html

HEs HRES URL

e-STUDIO2020AC T4(A) https://www.ipa.go.jp/security/jcmvp/verified/shaval.ht

e-STUDIO2525AC/3525AC 75(A) ml

e-STUDIO4525AC/5525AC

e-STUDIO2528A/3528A/4528A

e-STUDIO5528A

e-STUDIO2021AC

(SYS V5.2)

HMAC #&2) Xk
HEs HRES URL

e-STUDIO2010AC 22(A) https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

e-STUDIO2515AC/3515AC/4515AC/5015AC html#22

e-STUDIO2518A/3518A/4518A/5018A

e-STUDIO5516AC/6516AC/7516AC 23(A) https://www.ipa.go.jp/security/jcmvp/verified/nmacval.

e-STUDIO6518A/8518A html#23

(SYS V1.0)

e-STUDIO2515AC/3515AC/4515AC/5015AC 35(A) https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

e-STUDIO2518A/3518A/4518A/5018A html#35

(SYS V2.0)

36(A) https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

html#36

e-STUDIO2020AC 37(A) https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

e-STUDIO2525AC/3525AC htmi#37

e-STUDIO4525AC/5525AC

- STUDIOZ528A/3528A/4528A 40(A) https://www.ipa.go.jp/security/jcmvp/verified/nmacval.

e-STUDIO5528A im0

(SYS V1.0)

e-STUDIO2020AC 42(A) https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

e-STUDIO2525AC/3525AC html#42

e-STUDIO4525AC/5525AC

(SYS V2.1) 43(A) https://www.ipa.go.jp/security/jcmvp/verified/hmacval.
html#43

e-STUDIO6527AC/7527AC 48(A) https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

e-STUDIO6529A/9029A html

(SYS V5.1)

e-STUDIO2020AC 49(A) https://www.ipa.go.jp/security/jcmvp/verified/hmacval.

e-STUDIO2525AC/3525AC
e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIOS5528A

html
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https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#37
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https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#42
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#42
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#43
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html#43
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html
https://www.ipa.go.jp/security/jcmvp/verified/hmacval.html

HEs HRES URL
e-STUDIO2021AC
(SYS V5.2)
DRBG #E A
HEs HRES URL
e-STUDIO2010AC 8(A) https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h
e-STUDIO2515AC/3515AC/4515AC/5015AC tmi#8
e-STUDIO2518A/3518A/4518A/5018A
e-STUDIO5516AC/6516AC/7516AC 9(A) https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h
e-STUDIO6518A/8518A tmi#9
(SYS V1.0)
e-STUDIO2515AC/3515AC/4515AC/5015AC 20(A) https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h
e-STUDIO2518A/3518A/4518A/5018A tmi#20
(SYS v2.0)
21(A) https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h
tmi#21
e-STUDIO2020AC 22(A) https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h
e-STUDIO2525AC/3525AC tmi#22
e-STUDIO4525AC/5525AC
- STUDIOZ528A/3528A/4528A 24(A) https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h
e-STUDIO5528A iz
(SYS V1.0)
e-STUDIO2020AC 26(A) https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h
e-STUDIO2525AC/3525AC tmi#26
e-STUDIO4525AC/5525AC
(SYS V2.1) 27(A) https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h
tml#27
e-STUDIO6527AC/7527AC 31(A) https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h
e-STUDIO6529A/9029A 32(A) tml
(SYS V5.1)
e-STUDIO2020AC 33(A) https://www.ipa.go.jp/security/jcmvp/verified/drbgval.h
e-STUDIO2525AC/3525AC 34(A) tml

e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIO5528A
e-STUDIO2021AC

(SYS V5.2)
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https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#8
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#8
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#9
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#9
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#20
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#20
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#21
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#21
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#22
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#22
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#24
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#24
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#26
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#26
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#27
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html#27
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html
https://www.ipa.go.jp/security/jcmvp/verified/drbgval.html

KDF ##&2Y X+

HEs HRES URL
e-STUDIO2010AC 1(A) https://www.ipa.go.jp/security/jcmvp/verified/kdfval.ht
e-STUDIO2515AC/3515AC/4515AC/5015AC mi#1
e-STUDIO2518A/3518A/4518A/5018A
e-STUDIO5516AC/6516AC/7516AC
e-STUDIO6518A/8518A

(SYS V1.0)

e-STUDIO2515AC/3515AC/4515AC/5015AC 3(A) https://www.ipa.go.jp/security/jcmvp/verified/kdfval.ht
e-STUDIO2518A/3518A/4518A/5018A ml#3

(SYS v2.0)

e-STUDIO2020AC 4(A) https://www.ipa.go.jp/security/jcmvp/verified/kdfval.ht
e-STUDIO2525AC/3525AC mi#4

e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIOS5528A

(SYS V1.0)

e-STUDIO2020AC 5(A) https://www.ipa.go.jp/security/jcmvp/verified/kdfval.ht
e-STUDIO2525AC/3525AC ml#5

e-STUDIO4525AC/5525AC

(SYS v2.1)

e-STUDIO6527AC/7527AC 6(A) https://www.ipa.go.jp/security/jcmvp/verified/kdfval.ht
e-STUDIO6529A/9029A ml

(SYS V5.1)

e-STUDIO2020AC 7(A) https://www.ipa.go.jp/security/jcmvp/verified/kdfval.ht
e-STUDIO2525AC/3525AC ml

e-STUDIO4525AC/5525AC
e-STUDIO2528A/3528A/4528A
e-STUDIO5528A
e-STUDIO2021AC
(SYS V5.2)

KDF :Key Derivation Function #2& H BE%k

10.1.1.2 CAVP §2HI (FIPS140-2)

CAVP [EkEAFHREI NIST &hF+ 4 BAFHRE CSEC LTERBTITo>TWAREES 7T X LRIHE
(Cryptographic Algorithm Validation Program) THY . ZBEISNBEE 7 ILT X LELTNIST [STULT® URL
TSN TVET,

BES Validations URL
e-STUDIO2010AC C374 https://csrc.nist.gov/projects/cryptographic-
e-STUDIO2515AC/3515AC/4515AC/5015AC algorithm-validation-
e-STUDIO2518A/3518A/4518A/5018A program/details?product=10734
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https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#1
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#1
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#3
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#3
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#4
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#4
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#5
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html#5
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html
https://www.ipa.go.jp/security/jcmvp/verified/kdfval.html
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10734
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10734
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10734

HiEx Validations URL
e-STUDIO5516AC/6516AC/7516AC C375 https://csrc.nist.gov/projects/cryptographic-
e-STUDIO6518A/8518A algorithm-validation-

program/details?product=10735

C376 https://csrc.nist.gov/projects/cryptographic-

algorithm-validation-

program/details?product=10736

10.2 Wipe #gEfft+11)7+ HDD

N—RT4RHA T3> (GE-1230, GE-1260) IZfE AL TLVS Wipe #AEfTt¥ )T+ HDD (I, SR RICxT
BRI ELL T, BAROMIIITBUE N FRDL IR HEERAE (IPA) AT JCMVP FBEEE. 7AUHD NIST HY475
CMVP (FIPS140-2) ZBREZ=lIGLTHYFET

10.2.1 JCMVP 3BEE

JCMVP (&, M3 TBUE A EIRLERHEE A (IPA) HY4T5. JIS X 19790 (ISO/IEC 19790) IZEDKEEBEDa—IL
SREIHIE T, AES, SHS, HMAC. DRBG AR B EV 21— /ILEL TIELKRESN LRSS, UT IPADESED
aA—)LEREE R @) AR EHINTLVET,

HiES HRES URL
GE-1230. GE-1260 F0022 https://www.ipa.go.jp/security/jcmvp/val.html#F0022
(RZ 8 Wipe #8Eft¥21) 7+ HDD:
MQO1ABU050BW, MQO1ABU032BW,
MQO1ABU025BW)

10.2.2 CMVP EEE(FIPS140-2)

CMVP [LAXEBATHEES NIST EhF S BfF#RES CSEC ETHREITIT TSRS ED 12— ILOZRFIETHY.
Cryptographic Module Validation Program Z &KL THY ., RSN F=BEFSED 21— )LELTNISTIZTLELT® URL
TOFShTWET,

HiES HRES URL
GE-1230. GE-1260 2082 https://csrc.nist.gov/projects/cryptographic-module-
(RZ 8 Wipe ##eftt+21)7+ HDD: validation-program/Certificate/2082
MQO1ABU050BW, MQO1ABU032BW,
MQO1ABU025BW)
GE-1350 3758 https://csre.nist.gov/projects/cryptographic-module-
(Phison 24 SSD: validation-program/certificate/3758
PHSSS512GECTI-IA-TE1010)
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https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10735
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10735
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10735
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10736
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10736
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/details?product=10736
https://www.ipa.go.jp/security/jcmvp/val.html
https://csrc.nist.gov/projects/cryptographic-module-validation-program/Certificate/2082
https://csrc.nist.gov/projects/cryptographic-module-validation-program/Certificate/2082
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/3758
https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/3758

10.3 ERFROHERERAMLHRIARMEICEEY SiEE (HIPAA)

HIPAA (Health Insurance Portability and Accountability Act) (%, B&FEHRAERMEMALBBNOE A TREL
NILOBEHETHRHON DI EEFRITT ALK SN TOET, BEDEFa1)T4Va—av(d, REshiz
BERBROT AN —EFa) TN T HIFIFLHEEZTIRELES ., TELETNIRTIVER TFM4R
—rENRIEE, BEUVEERIMIE, TN RORTBEYLGFERAEHE. FaSN-1—F—DHDPEET—2F=EF
FAAVREZIETEDRLSICLET . BHEDESHIT. HIPAA EHDOERIEHREIBIBELZERTA-OIIBNELt
Fal) T REEERBELTOET,

104 TS5L-)—F-T54)—i% (GLBAct)

GLB Act(Gramm-Leach-Bliley Act) (. €& ICEZBARLTHEY . HEENE D DEAMLZHBBERNED
FOINFEABLUVHRBINTVEINZRETEDLSICLET, MBETSAN\C—RABLIVE—TH—FRAIL.
BEADHBFEROMATEZEEL. TXTOEMBEANBERTRFROREL T R— T L RTLEHRGELUVRT
FTHIELEERLET B DEEHIL. GLBACt [(ZERLERREZRERT 552 TR ER X T8 5
#HLTWFET,

10.5 REOBEDEFETSA/1\—IZBETSiEE (FERPA)

FERPA (Family Educational Rights and Privacy Act) [&. FEDEBLRED TS5/ —ERET HEHETT,
NICE KEHEAIC -E*SLT%)%&ﬁ#EF;?I@-E#:L'JTH//\)L’&'—:&)%Z\EfJ‘%"Ji?’ INAT—ROERI, Hi1E
ENFTNARTIER, T—EDBEBILEIW/EIFHIBRICKY  BHEET NA A THERBRRICT VA TERL
FOLFEY , BHDESHIL. FERPA DEBRRREZRRT A TR ELG X 1) TAHREEZEEHL TLET,

10.6 H—A_UR-FHR1)—i% (SOX: Sarbanes-Oxley Act)

FtE, ERIETEO—RL— M NFURRFNEEFTTEHIEFBMELBBERAINEAShEL, FBZE
OEIBEERXYUFIINEZITT, INIEFEFEICEEL TITON DX BRI TOERIZRETHILITELHTHE
BERERETDHOICAIRINFELIz, T—2EF2)T4E2—TH—RE. BFERADT7IRXDHIER. T—2DEH.
BLUTEDESHOREICEREZEVTOET, BHOESHIT, SOX EICEMLIERTIXEBERS N
DHEIXENDRETRMYFNEEEICRIELI-X 1) To#EEZHZ TLET,

10.7 KXEERF#% (DoD: Department of Defense)

TAHEREAMBEROEHREE. ERRERESLUVHERRERELTCVET, BEFREOY=a7
LV KB DREERET H-ODEELER) D —LEEDOBBEEZRLTVWETS, REDTARILEEY)1—Y
IVIE BREREST/N\—FTARIRSATEI)TE LUV Y =244 X3 5005 DoD #ZHE(CEMLTULVET,

10.8 HUTAHIL=FM loT #B/t¥a)T1%(SB-327)

2020 £ 1 A 1 BICHEATSINFZDOR)THIL=T M loT #3_t¥ ") 7% (SB-327) TlE, RybT—U8EG T /\(
ADHBEFEFITHLT, TS RDULE, BN, F-IEEETIREEMEDHHFEWRICIEL T, TNAARBEUT /A
RIZEFNDEREFET VLR BE, EH. B, TIERATISRET LK SN, AEMNLGEX2Y
TAVREE T INA RIZEBTHIEEZERLTVET , BHOEEHEIE. D) THIL=TFM loT #EEEX1)T1ED
BRI HEENLG X ) TAEEEZHA TLET,
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10.9 EU —#it7—45&## A (GDPR)

GDPR (General Data Protection Regulation) [&. BRI RIZH (T DB A T—2REEXBHELTERBITT
NICIE BEAT—2ORELT AN —DHEREZERLTEY . —F—DEHRIARLICEEINDHILEFEKR
LTWET, Bt DEEHIL. GDPR IZERLERARREER T 5A TRELGEX 1) T BEEZHBATOET,

10.10 EU #E#21#33454% (Radio Equipment Directive :RED, 2014/53/EU)

EU 81438455 (Radio Equipment Directive:RED, 2014/53/EU) [Z. EU N TIRFE SN B E ARSI XL T&
RENHEMREATY,

AERIE. BIZEEHEEEIIEARNREME., EMMAEIME (EMC) ERARBOASDFIALEDERELER
FLTWAIEERITHILEEHMELTVET  MMAT. 2025 £ 8 A 1 HLUE. RED 555 3 &£ (3) ICE DY
AN—tEX 1) TAEHREFILEIN ., /03—y MERE BRI L E I LTHEGRMTHESNEBIMEN T
WET, CNODEHICHIGT HESHEEL T, EN 18031-1:2024 £ XU EN 18031-2:2024 M 2 D DIREHHI
FESNTWET, B DESH#IL. RED-DA DS EN18031-1,2 ~DERIH T HIEEMELIERITRLE
=EFRBEOTmERE T BEEELITOTCLET,

10.11 EHHtF1) 714705 5.L (BMSec)

JBMIA(— gt FiZ A EDRABM - BRI AT LEERR)NEREEALTWS, TULE—DEEHELEDE
BHERICHT 52X T BSURERFETT,

RYRT—OMBEF T DB (EEH. T 8— AXvF— FAXZE) R RIT, 8- RFTEEEH IBMA
DHARSAVIZHT B X1V T(ERZECTHEL. ZOHERE JBMIA MR- AT EIET. Rib - R
FERTEXETILOTT, BHOEEHE. BEERKLLTBMSec 2R YA MIBEHINTLET,

1012 $ICH 5 X171

BHRIEHZOERDOD . BANFRIBAERELGCEELLGHOTEYET, —AT. AANDHLLEVEIATEANFR
DAREITRESHh, PENDODBEMTHEASINSGZTENMERL, BABHROBMYKWIIHT 5B LN RHIC
BEOTVET,

COFBRET. LW AXREDBEANEBNRAVITNEEEDERRBOAICEELT . REDOHEHKICHH
DEIFEERGHELZRIFTBIRENBATEYVET . BEKREDEBEREEE. EAFBREZENTTERTLE
ELHICEANBROREZHLI LIS EDHEMERLTT,

RETYVITIR. BRI —THLIEERNBRBAVEHSZOICENRLIZ KB A1) THEEE
BLIEERFRELTBYET . SR BBEHRED/NN—F—2vTZMO . LYRELGEF LTI R REEDHTLE
F9,

FERZTYIE BORHALYEANERREOEEMZRHL. 2001 £ 2 AICHARBELTIEANERRES
HIBIUVTEANERREANTIUI1ZHELTEYEL,

2004 £ 8 AICTEANBEHRRES & 1ZHEL Web ETRRH, 2004 & 11 BICTENERRES ARSI 15ER
Z(TRo-TKRIBIZHEL . Fif=ICEANEHR{RE T DS 5L | (PDPP:Personal Data Protection Program) &L
THIES 5%, KHIBHEEZITLEL,

RETYIDENERREASHOEMZDOVTIZUT O URL S BLTLZELY,

https://www.toshibatec.co.jp/privacy/
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